Big “Blackhole” attack on UK
Overview: On Sunday, February 27th, 2011, AVG noticed a particularly large spike in detections
of the Blackhole exploit kit, largely aimed at the UK. This was a large, coordinated attack,
involving over 600 dedicated web servers that were use to infect innocent users. Given that it’s
not called the “World Wide Web” for nothing, it’s most unusual to see one country so heavily hit
by a single attack campaign in such a short time.

Background: Web-based exploit kits are commonly used to attack web surfers. Such kits are
usually purchased for a few hundred dollars on the black market, and then mounted on “attack”
servers, wherever they can be rented or compromised throughout the world. We think of these
perpetrators as criminals, and they are, but to a large extent they are also businesses, and as
such, they run organized “marketing campaigns”, just like a conventional, legitimate business.
These “campaigns” usually come in waves. The attack servers are brought online, massive
amount of legitimate websites are being compromised and injected with malicious code, as a
result AVG’s detection counts rise as the campaign gets under way, and then counts wane,
generally as the ISP that’s providing the attack servers realizes what’s going on, and shuts them
down.
An average daily detections figure from any particular exploit kit is generally between 20,000 to
30,000, with spikes from specific campaigns running into the low hundreds of thousands. When
th
Blackhole first appeared in numbers, on January 25 , it immediately jumped to nearly 300,000
per day, which in itself is a pretty solid event, but on Feb 27th, it spiked to nearly 900,000
detections, and then dropped away over the next couple of days to just some tens of thousands.
Prior to January 25th, Blackhole was not particularly popular, and we had been detecting less than
a couple of hundred per day.
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Fig 1. – Blackhole attack “campaign” as spotted on February 27th 2011
What is particularly interesting is that nearly 750,000 of these events were directed at the UK,
with nearly 500,000 coming from Latvia, and 250,000 coming from the USA.

Just for a benchmark, here is how the Blackhole attack compares to other toolkits we are seeing
on an average day
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This first map shows that Latvia was the origin point of the major spike for the day.

Fig 2.: Geo location of origin of the attacks as recorded on AVG server
This map shows that the principal victim of most of the Latvian attacks was the UK.

Fig 3: The Geo location of users targeted by the attacks
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Background about the Blackhole Exploit Kit:
Blackhole is fairly new kit, having been first noticed late in 2010. The kit itself contains the
following exploits:

CVE-2010-1885
CVE-2010-1423
CVE-2010-0886
CVE-2010-0842
CVE-2010-0840
CVE-2009-1671
CVE-2009-0927
CVE-2007-5659
CVE-2006-0003

- Microsoft Help Center exploit
- Argument injection vulnerability in the URI handler in Java
- Unspecified vulnerability in the Java Deployment Toolkit
- Unspecified vulnerability in the Sound component in Java
- Unspecified vulnerability in the Java Runtime Environment
- Multiple buffer overflows in Java Deployment Toolkit ActiveX
- Stack-based buffer overflow in Adobe Reader
- Multiple buffer overflows in Adobe Reader
- MDAC

There is nothing particularly new in this list, and MDAC is over four years old. It’s usually included
because it’s so easy to use and reliable. If someone isn’t patched, it works every time.
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This is the admin panel for one of the attack servers.

Fig 4: Blackhole Administration panel
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Interestingly, if we zero in on the target OSs, we see that they are claiming loads on Mac OS. Not
very many load, but loads none the less. The implication of this is that the kit developers are at
least thinking about Apple.

Fig 5: Blackhole Analytics – infected OS types
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If we zero in on the countries, we see that, from this server, UK was indeed the top target,
although from the point of view of percentage of successful loads, India, Thailand and Jordan
were actually more successfully attacked. This probably indicates a less-protected population.

Fig 6: Blackhole Analytics – Geo distribution of infections
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Finally, it is interesting to note that this screen shows that the attacker is able to use online virus
scanning services to check how well his or her malware is currently being detected. This allows
them to switch out their binaries when they start to get well detected.

Fig 7: Blackhole administration panel – detection rate by Av vendors
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What’s new about this attack?
Although the Blackhole exploit kit itself is fairly new, most of the exploits contained in it are pretty
run of the mill, and simply copied from other kits. The thing that’s new about this is the size of the
attack, and the seemingly targeted nature of it that we have not seen for a while.

How to tell if you were attacked and/or infected.
Our research indicates that the compromised websites these criminals are using to infect users
include a large variety of hacked, innocent lures, mixed with some adult websites, and possibly
an ad network. The range of innocent lures involved seems to indicate a pretty large hack
operation.
What this means is that while some victims were visiting “adult” websites, which is obviously
always a risky idea, most victims were simply surfing the web, as many innocent websites have
been hacked, and malicious banner ads can come up on any major web property at any time.
The ad networks do their best to screen all ads for maliciousness, but the attackers are highly
skilled at disguising their intentions until the ad is running.
If you were unlucky enough to encounter this attack, and you were running AVG, you would have
seen a popup that showed the attack being blocked.

Fig 8: AVG Linkscanner detection dialog

If your antivirus wasn’t able to block the attack, then what you saw was something similar to the
following screenshot.

9

Fig 9: The rogue antivirus offered by the Blackhole cmapain

This is a typical rogue antivirus attack. It tells you that it’s finding a large number of viruses (that
don’t exist) on your computer, and that you need to register (pay) for the software, in order to
clean it up.
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When you click the Activate Now button, you are taken to a merchant website, where you get to
make a choice of three products.

Fig 10: Blackhole rogue AV merchant website

Obviously not everyone who sees this screen will buy, but if you have launched 900,000 attacks,
you don’t need a terribly high percentage of successes to make some pretty good money. Even a
1% success rate equates to at least $450,000. Not bad for a single day.
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What to do if you have been infected
If you do have one of these rogues running on your system, the first thing to is to not pay their
registration fee / ransom. Instead, back up any data that’s critical to you, install an AVG anti virus
product, and let it remove the rogue AV.
After you have cleaned your computer, you should change all your passwords, keep your system
patched, and your antivirus up to date.
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