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1. Introduction
This user manual provides comprehensive documentation for AVG 8.5 File Server.

AVG 8.5 File Server is one of a range of award winning AVG products designed to
provide you with peace of mind and total security for your PC. As with all AVG
products AVG 8.5 File Server has been completely re-designed, from the ground up,
to deliver AVG’s renowned and accredited security protection in a new, more user
friendly and efficient way.

Your new AVG 8.5 File Server product has a streamlined interface combined with
more aggressive and faster scanning. More security features have been automated for
your convenience, and new ‘intelligent’ user options have been included so that you
can fit our security features to your way of life. No more compromising usability over
security!

AVG has been designed and developed to protect your computing and networking
activity. Enjoy the experience of full protection from AVG.

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved.
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2. AVG Installation Requirements

2.1. Operation Systems Supported

AVG 8.5 File Server is intended to protect fileservers with the following operating
systems:

e Windows 2000 Server SP4 + Update Rollup 1
e Windows Server 2003 (x86, x64 and Itanium) SP1
e Windows Server 2008 (x86 and x64)

(and possibly higher service packs for specific operating systems)

2.2. Minimum Hardware Requirements
Minimum hardware requirements for AVG 8.5 File Server are as follows:

e Intel Pentium CPU 600 MHz
e 70 MB of free hard drive space (for installation purposes)

e 256 MB of RAM memory

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 7
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3. AVG Installation Options

AVG can be installed either from the installation file available on your installation CD,
or you can download the latest installation file from the AVG website (www.avg.com).

Before you start installing AVG, we strongly recommend that you visit the
AVG website to check for a new installation file. This way you can be sure to
install the latest available version of AVG 8.5 File Server.

During the installation process you will be asked for your license/sales nhumber. Please
make sure you have it available before starting the installation. The sales number can
be found on the CD packaging. If you purchased your copy of AVG on-line, your
license number will have been delivered to you via e-mail.

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 8
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4. AVG Installation Process

To install AVG on your computer, you need to get the latest installation file. You can
use the installation file from the CD that is a part of your box edition but this file
might be out-of-date. Therefore we recommended getting the latest installation file
online. You can download the file from the AVG website (at www.avg.com) /
Downloads section.

Once you have downloaded and saved the installation file on your hard disk, you can
launch the installation process. The installation is a sequence of dialog windows with
a brief description of what do at each step. In the following, we offer an explanation
for each dialog window:

4.1. Installation Launch

2 AVG 8.5 build 286 (4/6/2009)

Welcome to the AVG Setup
Program

M AVG

The following screens will guide you through the process of
inztalling &% G protection on your computer. Click Mest to begin the
process of click Exit to quit.

Before you begin the process, vou may find it useful to review the
advice and recommendations we've prepared to help vou set up
the zaftware ta best meet your needs.

WARMIMG: This program is protected by copyright laws and
international treaties. Unauthorized reproduction ar distribution of
this program, or any portion of it, may result in severe civil and
criminal penalies. Yiolators will be prazecuted to the maximum
extent allovwed by law.

Choosge your setup language

The installation process starts with the Welcome window. In here you select the
language used for the installation process. In the lower part of the dialog window find
the Choose your setup language item, and select the desired language from the
drop down menu. Then press the Next button to confirm and continue to the next
dialog.

Attention: Here you are choosing the language for the installation process only. You
are not selecting the language for the AVG application - that can be specified later on
during the installation process!

4.2. License Agreement

The License Agreement dialog provides the full wording of the AVG license
agreement. Please read it carefully and confirm that you have read, understood and
accept the agreement by pressing the Accept button. If you do not agree with the

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved.
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license agreement press the Don't accept button, and the installation process will be
terminated immediately.

4.3. Checking System Status

Having confirmed the license agreement you will be redirected to the Checking
System Status dialog. This dialog does not require any intervention; your system is
being checked before the AVG installation can start. Please wait until the process has
finished, then continue automatically to the following dialog.

4.4. Select Installation Type

2% AVG 3.5 build 286 (4/6/2009)

Select Installation Type

2 AVG .

:Standard Installation
Chooze this option bo install the software in its standard
configuration, which pravides optimum protection for most
LIZErs, :

" Custam Installation
Choose this option if you want o change some of the
standard configuration attributes. This option iz
recommended for | T well-experenced users.

< Back | Mest » | Exit |

The Select Installation Type dialog offers the choice of two installation options:
standard and custom installation.

For most users, it is highly recommended to keep to the standard installation that
installs AVG in fully automatic mode with settings predefined by the program vendor.
This configuration provides maximum security combined with the optimal use of
resources. In the future, if the need arises to change the configuration, you will
always have the possibility to do so directly in the AVG application.

Custom installation should only be used by experienced users who have a valid
reason to install AVG with non-standard settings. E.g. to fit specific system
requirements.

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved.
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4.5. Activate Your AVG License

In the Activate your AVG License dialog you have to fill in your registration data.
Type in your hame (User Name field) and the name of your organization (Company
Name field).

Then enter your license/sales number into the License Number text field. The
license nhumber will be in the confirmation email that you received after purchasing
your AVG on-line. You must type in the number exactly as shown. If the digital form
of the license nhumber is available (in the email), it is recommended to use the copy
and paste method to insert it.

2% AVG 8.5 build 286 (4/6/2009)

Activate your AVG License

‘ AVG User name: |Name Sumamea

Company name: IEompan_'.J name

License nurber: I

If pou purchazed the software anline, yaur licenze number will have
been zent to wou by e-mail. To avoid lwping ermors, we recommend
cutting and pasting the number from the e-mail ta this screen.

If pou purchagzed the zoftveare in a retail store, pou will find the
licenze number on the product registration card included with the
package. Take care ta copy the humber comrectly.

< Back I Mest » I Exit |

Press the Next button to continue the installation process.

If in the previous step you have selected the standard installation, you will be
redirected directly to the Setup Summary dialog. If custom installation was selected
you will continue with the Destination Folder dialog.

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 11
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4.6. Custom Installation - Destination Folder

% AVG 8.5 Server Edition build 286 (4/6/2009)

Destination Folder

‘ AVG The default deztination folder iz shown below, You can click

Browse button to select a different folder, but we recommend uging
the default zettings.

Destination falder:
C:M\Program Filesh AW GAAWGE

Browse |

The Destination folder dialog allows you to specify the location where AVG should
be installed. By default, AVG will be installed to the program files folder located on

drive C:. If you want to change this location, use the Browse button to display the
drive structure, and select the respective folder. Press the Next button to confirm.

4.7. Custom Installation - Component Selection

% AVG 8.5 Server Edition build 286 (4/6/2009)

Component Selection

‘ AVG Check the components you wizh to inztall and uncheck thoze pou

daon't wish ta install. If any unchecked components have been
previously installed in an earlier version of the software on your
cormputer, these components will be uninztalled.

= B2 {2 for Windows:
b Shield
+ LinkScanner
[ Remate Contral Comrmunication Library
+ Additional installed languages
+- E-mail Scanner
Plugin for Microsoft Qffice 2000,/5P/2003/2007

¢ Back I Mest > I Exit |

The Component Selection dialog displays an overview of all AVG components that
can be installed. If the default settings do not suit you, you can remove/add specific

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 12



components.

However, you can only select from components that are included in your
purchased AVG edition. Only those components will be offered to be installed
within the Component Selection dialog!

e Web Shield is a type of a real time resident protection; it scans the content of
visited web pages (and possible files included in them) even before these are
displayed in your web browser or downloaded to your computer.

e LinkScanner cooperates with Internet Explorer and Firefox (1.5 and newer). It
prevents you from accidentally becoming infected by drive-by downloads and other
exploits as well as delivers a real-time safety verdict on all search results.

e Remote Control Communication Library - if you intend to connect AVG to an
AVG DataCenter (AVG Network Editions), then you need to select this option.

e Additional Installed Languages - you can define which language(s) AVG should
be installed in. Check the Additional installed languages item and then select the
desired languages from the respective menu.

e E-mail Scanner - E-mail scanning provided by AVG 8.5 File Server is only suitable
for protecting your e-mail client on the file server itself. By default the E-mail
Scanner is not installed, as it is not normal practice to run an e-mail client on a file
server. If you require email scanning for your email server then we recommend
purchasing the AVG 8.5 Email Server Edition. This edition will provide full
protection for your email server application and its file server. You can purchase
and download the latest version of AVG Email Server Edition from the AVG
website (www.avg.com).

Continue by pressing the Next button.

4.8. Custom Installation - E-mail Scanning

E-mail scanning provided by AVG 8.5 File Server is only suitable for protecting your
e-mail client on the file server itself. As it is not normal practice to run an e-mail
client on a file server, so by default the E-mail Scanner is not installed.

Note: If you require email scanning for your email server then we recommend
purchasing the AVG 8.5 Email Server Edition. This edition will provide full
protection for your email server application and it's file server. You can purchase and
download the latest version from the AVG website (www.avg.com).

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved.
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4.9. AVG Security Toolbar
24 AVG 8.5 Server Edition build 206 (4H6/2009)

AVG Security Toolbar
‘ AVG If wou'd rather focus on using vour computer than managing your

computer’s zecurity, the AYGE Security Toolbar iz a great way to do
that without zacrifizing ahy of that security. *With the Toolbar
installed, you'll get prominent warnings right in your browser if a link
wou click would take pou to a poizoned website. You'll see right
away if a zsite iz harbaring drive-by downloads, phishing attacks,
and ather online scams. Az ah additional bonus, the %G Security
Toolbar alzo includes fast access to the Yahoo! search engine.

Leave the bax below checked if pou want to install the AWG
Securty Toolbar. If you decide not to install the Toolbar, simply
uncheck the bosx. 'our zecurity protection will not be affected by
wour decision.

I ez | would like ta instal the &G Security Toolbar

Learm tare...

In the AVG Security Toolbar dialog, decide whether you want to install the AVG
Security Toolbar - if you do not change the default settings, this component will be
installed automatically into your Internet browser; in conjunction with AVG 8.5 and
AVG XPL technologies to provide you with comprehensive online protection while
surfing the Internet.

4.10. Setup Summary

% AVG 8.5 Server Edition build 286 (4/6/2009)

Setup Summary
‘ AVG Please review the information below to confirm that it iz corect,

then click Finish ta initiate the installation. If yau wish to make
changes. click Back to modify your choices.

Inztallation folder: C:\Program Files'\ANGVWAYGE
Licenzed uzer. Technical Support

Company name: GRISOFT. s.r.o.

Licensze twpe: full

Licenze expiration date; 2018-01-01

Mumber of licenses: 1

< Back Eit |

The Setup Summary dialog provides an overview of all parameters of the installation
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process. Please make sure all the information is correct. If so, press the Finish
button to continue. Otherwise, you can use the Back button to return to the
respective dialog and correct the information.

4.11. Installing

The Installing dialog shows the progress of the installation process, and does not
require any intervention. Please wait until the installation is complete, then you will
be redirected to the Installation Complete dialog.

4.12. Installation Complete

The Installation Complete dialog is the last step of the AVG installation process.
AVG is now installed on your computer and fully functional. The program is running in
the background in fully automatic mode.

After the installation, AVG Basic Configuration Wizard will be launched
automatically and in a few steps will lead you through the AVG 8.5 File Server
elementary configuration. Despite the fact the AVG configuration is accessible any
time during AVG run, we deeply recommend to use this option and set up the basic
configuration with the wizard's help.

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved.
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5. AVG First Run Wizard

When you first install AVG on your computer, the AVG First Run Wizard pops up to
help you with initial AVG 8.5 File Server settings. Though you can set all of the
suggested parameters later on, it is recommended that you take the wizard’s tour to
secure your computer’s protection simply and immediately. Follow the steps described
in each of the wizard’s windows:

5.1. AVG Essential Configuration

25 AVG First Run Wizard

Step 1 of 7: Introducing the AYG First Run Wizard

Congratulations!

AVGE haz been successfully installed on your computer.

A few zimple gteps remain to ensure optimum protection and easze of use. AYG First
Fun Wizard will guide you thraugh the following:

+ Schedule regular scans and updates

+ How pou can help with our threat research

+ Configuring the &G Security Toolbar

+ Complating wour first update

Click. Mext to schedule your scans and updates.

The AVG First Run Wizard welcome window briefly summarizes the status of AVG
on your computer, and suggests the steps to be taken to complete protection. Click
on the Next button to continue.
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== Tomugh on thresis

5.2. AVG Task Scheduling

2% AVG First Run Wizard &

Step 2 of 7: Schedule regular scans and updates

Updates:
Howa oftern would you like your &G protection to be updated?

(%) Every 4 hours [recommended)
() Once aday

Scans:
Wwihat tirme would you like your daily zcan to take place?

12:00 =

Enable daily scanning [recommended)

Click Next to see how you can help with 26 threat research

In the Schedule regular scans and updates dialog set up the interval for new
update files accessibility check-up, and define time when the scheduled scan should
be launched. It is recommended to keep the default values. Press the Next button to
continue.

5.3. Update AVG protection

‘2% AVG First Run Wizard

Step 5 of 7: Update AVG protection

Mew threats are appearing all the time, and it's very likely new updates to AVGE have been izsued since you
dowrloaded the software,

Both program updates and threat detection updates are included with your AYG license.

Click. Mext to check for the latest updates. or click Skip to complete the AYG First Run wizard.

| skip || <Baok || THews |

The Update AVG protection dialog will automatically check and download the latest
AVG updates. Click on the Next button to download the latest update files and
perform the update.
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5.4. AVG Configuration Finished
2% AVG First Run Wizard

Step 7 of 7: AVG protection configuration is complete

Congratulations!

Y'ou have completed the initial configuration of your A%G software and wour
computer iz now protected,

ou can change your configurations at any time using the program interface
[accessible by clicking on the A%G icon in your System Tray) or through the AYG
Security Toolbar, if you choze to inztall it.

Click Finigh to close the 840G First Run Wizard.

| ¢ Back || Finsh |

Now your AVG 8.5 File Server has been configured; press the Finish button to start
working with AVG.
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6. After Installation

6.1. Product Registration

Having finished the AVG 8.5 File Server installation, please register you product
online on the AVG website, Registration page (follow the instruction provided
directly in the page). After the registration you will be able to gain full access to your
AVG User account, the AVG Update newsletter, and other services provided
exclusively for registered users.

6.2. Access to User Interface
The AVG User Interface is accessible in several ways:

e double-click the AVG icon on the system tray
e double-click the AVG icon on the desktop

e from the menu Start/All Programs/AVG 8.5/AVG User Interface

6.3. Scanning of the whole computer

There is a potential risk that a computer virus has been transmitted to your computer
prior to AVG 8.5 File Server installation. For this reason you should run a Scan of
the whole computer to make sure there are no infections on your PC.

For instructions on running a Scan of the whole computer please consult the
chapter AVG Scanning.

6.4. Eicar Test

To confirm that AVG 8.5 File Server has been installed correctly you can perform the
EICAR test.

The EICAR test is a standard and absolutely safe method used to test antivirus
system functioning. It is safe to pass around, because it is not an actual virus, and
does not include any fragments of viral code. Most products react to it as if it were a
virus (though they typically report it with an obvious name, such as "EICAR-AV-Test"
). You can download the EICAR virus from the EICAR website at www.eicar.com, and
you will also find all necessary EICAR test information there.

Try to download the eicar.com file, and save it on your local disk. Immediately after
you confirm downloading of the test file, the Resident Shield will react to it with a
warning. This Resident Shield notice demonstrates that AVG is correctly installed on
your computer.
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29 Resident Shield alert

Z L “
Accessed file is infected . [ it ]

'i Threat detected!
- File name: C:A\Documents and S ettingshadmintDesktopheicar. com

Threat name: ‘/iruz identified EICAR_Test
Detected on open.

tare information about thiz threat ...

1 Remave threat az Power U ser

Hide details

Frocess name: CAWINDOWSiexplarer.exe
Frocess I0: 130

Heal | ‘Move b Wault ‘ ‘ lgriore ‘

If AVG fails to identify the EICAR test file as a virus, you should check the program
configuration again!

6.5. AVG Default Configuration

The default configuration (i.e. how the application is set up right after installation) of
AVG 8.5 File Server is set up by the software vendor so that all components and
functions are tuned up to achieve optimum performance.

Unless you have a real reason to do so, do not change the AVG configuration!
Changes to settings should only be performed by an experienced user.

Some minor editing of AVG components settings is accessible directly from the
specific component user interface. If you feel you need to change the AVG
configuration to better suit your needs, go to AVG Advanced Settings: select the
system menu item Tools/Advanced settings and edit the AVG configuration in the
newly opened AVG Advanced Settings dialog.

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 20



2 AVG

7. AVG User Interface

AVG 8.5 File Server open with the main window:

24 AVG File Server Edition M[=] "<
Eile Components History Tools Help
AVG = You are protected.
™ J &l security features are working correctly and are up to date.
. Anti-Virus D

Security components and status overview
Overview

| ‘.!": Anti-Virus : Anti-5pyware y Anti-Rootkit
Q (s SEETE m Active , Active Active

@ Update now
| E-mail Scanner _L' License . LinkS canner
O;. Active = Active Active

. Web Shield I Resident Shield ] | Update Manager
, Aitive I’i& Aictive Aictive

Statistics

Description of zelected component

Selected component description (ho component selected right now).

¥ Show notification

The main window is divided into several sections:

e System Menu (top system line in the window) is the standard navigation that
allows you to access all AVG components, services, and features - details >>

e Security Status Info (upper section of the window) provides you with
information on the current status of your AVG program - details >>

e Quick Links (left section of the window) allow you to quickly access the most
important and most frequently used AVG tasks - details >>

e Components Overview (central section of the window) offer an overview of
all installed AVG components - details >>

e Statistics (left bottom section of the window) provide you with all statistical
data regarding the programs operation - details >>

e System Tray Icon (bottom right corner of the monitor, on the system tray)
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indicates the AVG current status - details >>

7.1. System Menu

The System menu is the standard navigation used in all Windows applications. It is
located horizontally in the very top part of the AVG 8.5 File Server main window.
Use the system menu to access specific AVG components, feature, and services.

The system menu is divided into five main sections:

7.1.1. File

e Exit - closes the AVG 8.5 File Server's user interface. However, the AVG
application will continue running in the background and your computer will
still be protected!

7.1.2. Components

The Components item of the system menu includes links to all installed AVG
components, opening their default dialog page in the user interface:

o System overview - switch to the default user interface dialog with the
overview of all installed components and their status

e Anti-Virus - opens the default page of the Anti-Virus component

o Anti-Spyware - opens the default page of the Anti-Spyware component

e Anti-Rootkit - opens the default page of the Anti-Rootkit component

e E-mail Scanner - opens the default page of the E-mail Scanner component

e License - opens the default page of the License component
e LinkScanner - opens the default page of the LinkScanner component
e Web Shield - opens the default page of the Web Shield component

e Resident Shield - opens the default page of the Resident Shield component

e Update Manager - opens the default page of the Update Manager
component

WARNING: The E-mail Scanner, LinkScanner and Web Shield components are
not a part of standard AVG File Server installation, so they won't be available
to you (and therefore won't be displayed here), unless you have previously
selected them in the Custom Installation - Component Selection dialog of the
Installation Process!
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7.1.3. History

e Scan results - switches to the AVG testing interface, specifically to the Scan
Results Overview dialog

e Resident Shield Detection - open a dialog with an overview of threats
detected by Resident Shield

e E-mail Scanner Detection - open a dialog with an overview of mail
messages attachments detected as dangerous by the E-mail Scanner
component

o Web Shield findings - open a dialog with an overview of threats detected by
Web Shield

e Virus Vault - opens the interface of the quarantine space (Virus Vault) to
where AVG removes all detected infections that cannot be healed
automatically for some reason. Inside this quarantine the infected files are
isolated and your computer's security is guaranteed, and at the same time the
infected files are stored for possible future repair.

e Event History Log - opens the history log interface with an overview of all
logged AVG 8.5 File Server actions.

WARNING: The E-mail Scanner Detection and the Web Shield findings items
won't be available to you (and therefore won't be displayed here), unless you
have previously selected the E-mail Scanner and/or the Web Shield item in
the Custom Installation - Component Selection dialog of the Installation
Process!

7.1.4. Tools

e Scan computer - switches to the AVG scanning interface and launches a scan
of the whole computer

e Scan selected folder - switches to the AVG scanning interface and allows you

to define within the tree structure of your computer which files and folders
should be scanned

e Scan file - allows you to run an on-demand test over a single file selected
from the tree structure of your disk

e Update - automatically launches the update process of AVG 8.5 File Server

e Update from directory - runs the update process from the update files
located in a specified folder on your local disk. However, this option is only
recommended as an emergency, e.g. in situations where there is no
connection to the Internet (for example, your computer is infected and
disconnected from the Internet; your computer is connected to a network with
no access to the Internet, etc.). In the newly opened window select the folder
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where you have previously placed the update file, and launch the update
process.

o Advanced settings - opens the AVG advanced settings dialog where you
can edit the AVG 8.5 File Server configuration. Generally, it is recommended
to keep the default settings of the application as defined by the software
vendor.

7.1.5. Help
e Contents - opens the AVG help files

e Get Help Online - opens the AVG website at the customer support center
page

e Your AVG Web - opens the AVG homepage (at www.avg.com)

e About Viruses and Threats - opens the online Virus Encyclopedia where
you can look up detailed information on the identified virus

e Reactivate - opens the Activate AVG dialog with the data you have entered
in the Activate your AVG license dialog of the installation process. Within
this dialog you can enter your license number to either replace the sales
number (the number you have installed AVG with), or to replace the old
license number (e.g. when upgrading to a new AVG product).

e Register now - connects to the registration website at www.avg.com. Please
fill in your registration data; only customers who register their AVG product
can receive free technical support.

e About AVG - opens the Information dialog with five tabs providing data on
program name, program and virus database version, system info, license
agreement, and contact information of AVG Technologies CZ.

7.2. Security Status Info

The Security Status Info section is located in the upper part of the AVG main
window. Within this section you will always find information on the current security
status of your AVG 8.5 File Server. Please see an overview of icons possibly
depicted in this section, and their meaning:

u The green icon indicates that your AVG is fully functional. Your computer
is completely protected, up to date and all installed components are working

properly.
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L.—J. The orange icon warns that one or more components are incorrectly
configured and you should pay attention to their properties/settings. There is no
critical problem in AVG and you have probably decided to switch some
component off for some reason. You are still protected by AVG. However, please
pay attention to the problem component's settings! Its name will be provided in
the Security Status Info section.

This icon also appears if for some reason you have decided to ignore a
component's error status (the "Ignore component state" option is available
from the context menu opened by a right-click over the respective component's
icon in the component overview of the AVG main window). You may need to use
this option in a specific situation but it is strictly recommended to switch off the
"Ignore component state" option as soon as possible.

j The red icon indicates that AVG is in critical status! One or more
components does not work properly and AVG cannot protect your computer.
Please pay immediate attention to fixing the reported problem. If you are not
able to fix the error yourself, contact the AVG technical support team.

It is strongly recommended that you pay attention to Security Status Info and in
case the report indicates any problem, go ahead and try to solve it immediately.
Otherwise your computer is at risk!

Note: AVG status information can also be obtained at any moment from the system
tray icon.

7.3. Quick Links

Quick links (in the left section of the AVG User Interface) allow you to immediately
access the most important and most frequently used AVG features:

e Overview - use this link to switch from any currently opened AVG interface to
the default one with an overview of all installed components - see chapter
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Components Overview >>

e Computer scanner - use this link to open the AVG scanning interface where
you can run tests directly, schedule scans, or edit their parameters - see
chapter AVG Tests >>

e Update now - this link open the updating interface, and launches the AVG
update process immediately - see chapter AVG Updates >>

These links are accessible from the user interface at all times. Once you use a quick
link to run a specific process, the GUI will switch to a new dialog but the quick links
are still available. Moreover, the running process is further graphically depicted - see
picture 2.

7.4. Components Overview

The Components Overview section is located in the central part of the AVG User
Interface. The section is divided into two parts:

e Overview of all installed components consisting of a panel with the
component's icon and the information of whether the respective component is
active or inactive

e Description of a selected component

Within the AVG 8.5 File Server the Components Overview section contains
information on the following components:

e Anti-Virus ensures that your computer is protected from viruses trying to
enter your computer - details >>

e Anti-Spyware scans your applications in the background as you run them -
details >>

e Anti-Rootkit detects programs and technologies trying to camouflage
malware - details >>

e E-mail Scanner checks all incoming and outgoing mail for viruses - details
> >

e License provides full wording of the AVG License Agreement - details >>

e LinkScanner checks the search results displayed in your internet browser -
details >>

e Web Shield scans all data being downloaded by a web browser - details >>

e Resident Shield runs in the background and scans files as they are copied,
opened or saved - details >>
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e Update Manager controls all AVG updates - details >>

Single-click any component's icon to highlight it within the components overview. At
the same time, the component's basic functionality description appears in the bottom
part of the user interface. Double-click the icon to open the components own interface
with a list of basic statistical data.

WARNING: The E-mail Scanner, LinkScanner and Web Shield components are
not a part of standard AVG File Server installation, so they won't be available
to you (and therefore won't be displayed in this dialog), unless you have
previously selected them in the Custom Installation - Component Selection
dialog of the Installation Process!

7.5. Statistics

The Statistics section is located in the left bottom part of the AVG User Interface. It
offers a list of information regarding the program's operation:

Last scan - provides the date when the last scan was performed

Last update - provides the date when the last update was launched

Virus DB - informs you about the currently installed version of the virus database

AVG version - informs you about the AVG version installed (the number is in the
form of 8.5.xx, where 8.5 is the product line version, and xx stands for the number
of the build)

License expires - provides the date of your AVG license expiration

7.6. System Tray Icon

System Tray Icon (on your Windows taskbar) indicates the current status of your
AVG 8.5 File Server. It is visible at all times on your system tray, no matter whether
your AVG main window is opened or closed.

If in full color ﬁ, the System Tray Icon indicates that all AVG components are

active and fully functional. A gray icon coloring with an exclamation mark &
indicates a problem (inactive component, error status, etc.). Double-click the System
Tray Icon to open the main window and edit a component.

The System Tray Icon can also be used as a quick link to access the AVG main
window at any time - double click on the icon.

By right-click on the System Tray Icon you open a brief context menu with the
following two options:

e Open AVG User Interface - click to open the AVG User Interface
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o Update - launches an immediate update
e Exit - click to close the System Tray Icon (Note that by closing it you will no longer

be able to manage and monitor all other components, so you won't be fully
protected!)
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8. AVG Components

8.1. Anti-Virus

8.1.1. Anti-Virus Principles

The antivirus software's scanning engine scans all files and file activity
(opening/closing files, etc.) for known viruses. Any detected virus will be blocked
from taking any action and will then be cleaned or quarantined. Most antivirus
software also uses heuristic scanning, where files are scanned for typical virus
characteristics, so called viral signatures. This means that the antivirus scanner can
detect a new, unknown virus, if the new virus contains some typical characteristics of
existing viruses.

The important feature of antivirus protection is that no known virus can run
on the computer!

Where just a single technology might fall short of detecting or identifying a virus,
Anti-Virus combines several technologies to ensure that your computer is protected
from viruses:

e Scanning - searching for character strings that are characteristic of a given
virus

e Heuristic analysis - dynamic emulation of the scanned object’s instructions in a
virtual computer environment

e Generic detection - detection of instructions characteristic of the given
virus/group of viruses

AVG is also able to analyze and detect executable applications or DLL libraries that
could be potentially unwanted within the system. We call such threats Potentially
Unwanted Programs (various kinds of spyware, adware etc.). Furthermore, AVG scans
your system registry for suspicious entries, temporary Internet files and tracking
cookies, and allows you to treat all potentially harmful items in the same way as any
other infection.
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8.1.2. Anti-Virus Interface

2% AVG File Server Edition JoEd
File Components History Tools Help
AVG = You are protected.
TS J Al security features are working correctly and are up to date,
. Anti-Virus U

Anti-Virus Component

uﬂ Overview
u At

O\ Computer scanner

P Anti-Virus detects viruzes, worms and bojans as well as executable files or DLL libraries that
" 4 could be potentially unwanted within pour spstem, Antitfirug alzo holds the intemal vius
databaze, and thersfore it is crucial that you keep the Antiins component up-to-date to

maintain the maximum level of protection.

&4 Update now [ Anti-Virus component is active.

Infection definitions: 1896185
Latest databasze update: 7. dubna 2003, &:41
Database version 270.11.45/2045

¥ Show notification

The Anti-Virus component's interface provides some basic information on the
component's functionality, information on the component's current status (Anti-Virus
component is active.), and a brief overview of Anti-Virus statistics:

e Spyware definitions - number provides the count of viruses defined in the
up-to-date version of the virus database

e Latest database update - specifies when and at what time the virus
database was last updated

e Database version - defines the number of the latest virus database version;
and this number increases with every virus base update

There is just one operating button available within this component's interface (Back)

- press the button to return to the default AVG user interface (components overview).

Please note: The software vendor has set up all AVG components to give optimum
performance. Unless you have a real reason to do so, do not change the AVG
configuration. Any changes to settings should only be performed by an experienced
user. If you need to change AVG configuration, select the system menu item Tools /
Advanced settings and edit the AVG configuration in the newly opened AVG
Advanced Settings dialog.
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8.2.

Anti-Spyware

8.2.1. Anti-Spyware Principles

Spyware is usually defined as a type of malware, i.e. software, that gathers
information from a user's computer without the user's knowledge or consent. Some
spyware applications may also be installed on purpose and often contain
advertisements, window pop-ups or different types of unpleasant software.

Currently, the most common source of infection is websites with potentially
dangerous content. Other methods of transmission, such as via e-mail or
transmission by worms and viruses are also prevalent. The most important protection
is to use an always-on background scanner, Anti-Spyware, that works like a resident
shield and scans your applications in the background as you run them.

There is also the potential risk that malware has been transmitted to your computer
prior to AVG installation, or that you have neglected to keep your AVG 8.5 File
Server up-to-date with the latest database and program updates. For this reason,
AVG allows you to fully scan your computer for malware/spyware using the scanning
feature. It also detects sleeping and non-active malware, i.e. malware that has been
downloaded but not yet activated.

8.2.2. Anti-Spyware Interface
2% AVG File Server Edition =JoEs
File Components History Tools Help
AVG = You are protected.
Anti—Virus J Al security features are warking correctly and are up to date.

Antl-Spyware Component

E Anti-Spyware component is active.

:E] Overview
u Anki-Spyware

Q Computer scanner

Anti-Spyware protects your computer from all kinds of malware [malicious software], ea.
spyware that secretly gathers information from your computer, or adware that generates
unwanted advertisements on your computer. To stay fully protected. alwaps make sure you
keep the Anti-Spyware component up-to-date.

1A Update now

128938
7. dubna 2009, 8:41
270.11.45/2045

Spyware definitions:
Latest database update:

Database version:

Statistics

¥ Show notification

The Anti-Spyware component's interface provides a brief overview on the
component's functionality, information on the component's current status (Anti-
Spyware component is active.), and some Anti-Spyware statistics:
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e Spyware in database - number provides the count of spyware samples
defined in the latest spyware database version

e Latest database update - specifies when and at what time the spyware
database was updated

o Database version - defines the number of the latest spyware database
version; and this number increases with every virus base update

There is just one operating button available within this component's interface (Back)

- press the button to return to the default AVG user interface (components overview).

Please note: The software vendor has set up all AVG components to give optimum
performance. Unless you have a real reason to do so, do not change the AVG
configuration. Any changes to settings should only be performed by an experienced
user. If you need to change AVG configuration, select the system menu item Tools /
Advanced settings and edit the AVG configuration in the newly opened AVG
Advanced Settings dialog.

8.3. Anti-Rootkit

8.3.1. Anti-Rootkit Principles

Anti-Rootkit is a specialized tool detecting and effectively removing dangerous
rootkits, i.e. programs and technologies that can camouflage the presence of
malicious software on your computer.

A rootkit is a program designed to take fundamental control of a computer system,
without authorization by the system's owners and legitimate managers. Access to the
hardware is rarely required as a rootkit is intended to seize control of the operating
system running on the hardware. Typically, rootkits act to obscure their presence on
the system through subversion or evasion of standard operating system security
mechanisms. Often, they are also Trojans as well, thus fooling users into believing
they are safe to run on their systems. Techniques used to accomplish this can include
concealing running processes from monitoring programs, or hiding files or system
data from the operating system.
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8.3.2. Anti-Rootkit Interface

2% AVG File Server Edition o
File Components History Tools Help
AVG = You are protected.
PR J All security features are working correctly and are up to date,
. Anti-Virus U i = Y P

Anti-Rootkit Component

1| Overvi . -
l‘Q verview Anti-Aootkit component scans for dangerous rootkits hidden inside applications, drivers or dil
- " libraries, & rootkit iz usually a collection of malicious software that allows attacker to gain
1.._4 Linti-Footkit L - .
administrator-level access ko a computer or possibly whole network. Footkits are generallp very
Q Computer scanner well h.\dden in an operating system which makes them hard to detect or remove by regular
security taals.
[p Update now [ Anti-Rootkit component is active.
Last roatkit search: Mot yet scanned

Anti-Rootkit settings

The standard scanning process does not detect or remove oatkits, therefore you should iun & manual check with
this component to ensure ho existing rootkits are installed on your system,

5 ) Quick rootkit scan

Statistics

can ibraries (%) Full raotkit scan
Secan divers
Search for rootkits |@ Save changes | | Cancel ‘

¥ Show notification

The Anti-Rootkit user interface provides a brief description of the component's
functionality, informs on the component's current status (Anti-Rootkit component is

active.) and also brings information on the last time the Anti-Rootkit test was
launched.

In the bottom part of the dialog you can find the Anti-Rootkit settings section
where you can set up some elementary functions of the rootkit presence scanning.
First, mark up the respective check-boxes to specify objects that should be scanned:
e Scan applications
e Scan DLL libraries
e Scan drivers
Further you can pick the rootkit scanning mode:
e Quick rootkit scan - scans only the system folder (typically c:\Windows)
e Full rootkit scan - scans all accessible disks except for A: and B:
Control buttons available:
e Search for rootkits - since the rootkit scan is not an implicit part of the

Scan of the whole computer, you can run the rootkit scan directly from the
Anti-Rootkit interface using this button
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e Back - press this button to return to the default AVG user interface
(components overview)

8.4. E-mail Scanner

WARNING: This component is not a part of standard AVG File Server
installation, so it won't be available to you, unless you have previously
selected it in the Custom Installation - Component Selection dialog of the
Installation Process!

8.4.1. E-mail Scanner Principles

One of the most common sources of viruses and trojans is via e-mail. Phishing and
spam make e-mail an even greater source of risks. Free e-mail accounts are more
likely to receive such malicious e-mails (as they rarely employ anti-spam technology),
and home users rely quite heavily on such e-mail. Also home users, surfing unknown
sites and filling in online forms with personal data (such as their e-mail address)
increase exposure to attacks via e-mail. Companies usually use corporate e-mail
accounts and employ anti-spam filters etc, to reduce the risk.

The E-mail Scanner component checks every e-mail sent or received, providing
much needed protection from e-mail borne threats. AVG supports all leading e-mail
clients including MS Outlook, The bat!, Eudora and all other SMTP/POP3 based email
clients such as Outlook Express. Encrypted connections using SSL are also supported.

Note: AVG E-mail Scanner is not intended for server platforms!
When detected, viruses are quarantined in Virus Vault immediately. Some e-mail

clients may support messages with text certifying that sent and received e-mail has
been scanned for viruses.
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8.4.2. E-mail Scanner Interface

2% AVG File Server Edition =JoEs
File Components History Tools Help
AVG = You are protected.
TS J Al security features are warking correctly and are up to date.
. Anti-Virus

E-mail Scanner Component

I;E] Overview E-mail Scanner checks incoming and outgoing mail by using plug-ins designed for the most
5 BN frequently used e-mail programs. When detected, viruses are moved to Vis Vault, Some e-mail
\LJ E-mail Scanner ! I . clients may support messages with tert certifying that sent and received e-mail has been scanned
For viruses.
Q Computer scanner
A Update now [ E-mail Scanner is active.
Total e-mails scanned: 0
Thieats found and blocked: il
Installed e-mail protection: The Bat!, Microsoft Dutlook, Personal E-mail Scanner

For more detailed settings please select Tools / Advanced settings... fram the spstem menu.

Statistics _ .
E-mail Scanner settings

San incoming mesages
[ Scan outgoing messages

Digplay notification window while e-mailis being scanned

| @ Save changes | ‘ Cancel |

¥ Show notification

In the E-mail Scanner component's dialog you can find a brief text describing the
component's functionality, information on its current status (E-mail Scanner is active.
), and the following statistics:

e Total e-mails scanned - how many e-mail messages were scanned since
the E-mail Scanner was last launched (if needed, this value can be reset; e.
g. for statistic purposes - Reset value)

e Threats found and blocked - provides the number of infections detected in
e-mail messages since the last E-mail Scanner launch

e Installed e-mail protection - information about a specific e-mail protection
plug-in referring to your default installed e-mail client

Basic component configuration
In the bottom part of the dialog you can find the section named E-mail Scanner

settings where you can edit some elementary features of the component's
functionality:

e Scan incoming messages - check the item to specify that all e-mails
delivered to your account should be scanned for viruses (by default, this item
is on, and it is recommended not to change this setting!)

e Scan outgoing messages - check the item to confirm all e-mail sent from
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your account should be scanned for viruses (by default, this item is off)

e Display notification icon while E-mail is being scanned - during the
scanning the E-mail Scanner component displays a notification dialog
informing on an actual task the component is processing (connecting to
server, downloading a message, scanning the message, ...)

The advanced configuration of the E-mail Scanner component is accessible via the
File/Advanced settings item of the system menu; however advanced configuration
is recommended for experienced users only!

Please note: The software vendor has set up all AVG components to give optimum
performance. Unless you have a real reason to do so, do not change the AVG
configuration. Any changes to settings should only be performed by an experienced
user. If you need to change AVG configuration, select the system menu item Tools /
Advanced settings and edit the AVG configuration in the newly opened AVG
Advanced Settings dialog.

Control buttons

The control buttons available within the E-mail Scanner interface are as follows:

e Save changes - press this button to save and apply any changes made in
this dialog

e Cancel - press this button to return to the default AVG user interface
(components overview)

8.4.3. E-mail Scanner Detection
2% AVG Internet Security E]@

File Components History Tools Help

You are protected.

AVG \:/

_Internet Security

All security features are working correctly and are up to date.

E-mail Scanner detection

“9 W= Infection Object Result Detection tin|
q C 4 Wirus identified EICAR,_Test BiCar,com Infecked 7.5.2008, 15
omputer scanner . 3
i virus identified EICAR_Test EiCar.com Infected 7.5.2008, 15
Ey U il virus identified EICAR_Test Bicar.com Infecked 7.5.2005, 14
pdate now .
il virus identified EICAR_Test EiCar,.com Infecked 7.5.2008, 14
i virus identified EICAR_Test Eicar.com Infected 7.5.2008, 14
Wl virus identified EICAR_Test EiCar,.com Infecked 30.4.2008, 9
4 Pokentislly harmful program Disler.G5Y  spyware.ex_  Potentially dangerous object 30.4.2008, 9
Wl virus identified EICAR_Test BiCar,com Infecked 30.4,2008, 9
! Potertislly harmful program Disler.55Y  spyware.ex_  Potentially dangerous object 30.4.2008, 9
i virus identified EICAR_Test BiCar,com Infecked 30.4,2008, 9
W Potertislly harmful program Disler.55Y  spyware.ex_  Potentially dangerous object 30.4.2008, 9
. il virus identified EICAR_Test Bicar,com Infecked 30.4,2008, 9
Statistics 4 Potentially harmful program Dialer. 55 spyware.ex_  Potentially dangerous object 30.4.2008, 9
ﬁ Wirug identified EICAR_Test sicar.com Infecked | 0.4, 2008, QM
< I »

There are B records in the list

Additional actions: Export list to file, Empty list

¥ Show notification
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In the E-mail Scanner detection dialog (accessible via system menu option
History / E-mail Scanner detection) you will be able to see a list of all findings
detected by the E-mail Scanner component. For each detected object the following
information is provided:

e Infection- description (possibly even name) of the detected object

e Object - object location

e Result - action performed with the detected object

e Object Type - type of the detected object
In the bottom part of the dialog, under the list, you will find information on total
number of detected objects listed above. Further you can export the entire list of

detected objects in a file (Export list to file) and delete all entries on detected
objects (Empty list).

8.5. License

2% AVG File Server Edition =[]
Eile Compoments History Tools Help
AVG = You are protected.
T J All security features are working correctly and are up to date.
_Anti-Virus U Y u Y P

License Component

[l Overview . " .

L'p L The License Component manages your cument license status, Your license number determines

E f‘_ﬂj emea = the specific version af AYG vou have. Please make sure that you enter and activate your license
o corectly, othenwise your software will not get updated properly and we will not be able to provide

Q el SEeTTET you with technical support.

tﬂ Update now [ License component is active. The installed product is AVG File Server Edition.
License number. SFULL-ZLSGD-REMKS-BROGA-GD PN wWI7FY
License tppe: Full
License expires: Mot activated
MNurnber of seats: 1

License aclions

| Register | ‘ Re-aclivate |

¥ Show notification

In the Licence component interface you will find a brief text describing the
component's functionality, information on its current status (License component is
active.), and the following information:
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e License number - provides the exact form of your license humber. When
entering your license number, you have to be absolutely precise and type it
exactly as shown. For your comfort, the License dialog offers the Copy
license number link: clicking it allows you to copy the license humber into
the clipboard, and then you can simply paste it anywhere you like (CTRL+V).

e License type - specifies the product edition defined by your license number.

e License expires - this date determines the period of validity of your license.

If you want to go on using AVG after this date you have to renew your license.

The license renewal can be performed online on the AVG website.

e Number of seats - how many workstations on which you are entitled to
install your AVG.

Control buttons

e Copy license number - press the button to insert the currently used license

number into clipboard (just like with CTRL+C), and you can paste it wherever

needed

e Re-activate - opens the Activate AVG dialog with the data you have entered
in the Activate your AVG license dialog of the installation process. Within
this dialog you can enter your license number to either replace the sales
number (the number you have installed AVG with), or to replace the old
license number (e.g. when upgrading to a new AVG product).

e Register - connects to the registration website at www.avg.com. Please fill in
your registration data; only customers who register their AVG product can
receive free technical support.

e Back - press this button to return to the default AVG user interface
(components overview)

8.6. Link Scanner

WARNING: This component is not a part of standard AVG File Server
installation, so it won't be available to you, unless you have previously
selected it in the Custom Installation - Component Selection dialog of the
Installation Process!

8.6.1. Link Scanner Principles

LinkScanner cooperates with Internet Explorer and Firefox (1.5 and newer), and
consists of two features: AVG Active Surf-Shield and AVG Search Shield.

AVG Active Surf-Shield prevents you from accidentally becoming infected by drive-
by downloads and other exploits, ensuring the web pages you visit are safe at the
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only time that really matters - when you are about to click the link.

AVG Search Shield works with Google, Yahoo! and MSN search engines to deliver a
real-time safety verdict on all search results, including search ads, displaying an icon
to show the safety rating for each site.

Note: AVG Link Scanner is not intended for server platforms!

8.6.2. Link Scanner Interface

The LinkScanner component consists of two parts that you can switch on/off in the
LinkScanner component interface:

2% AVG File Server Edition =Joed
File Components History Tools Help
AVG T You are protected.
BT J All security features are working correctly and are up to date.
. Anti-Virus Y . Y "

LinkScanner component
,_9 Overview

LinkScanner works with Intemet Explorer and Firefox, and consists of bwo features, A¥G
" Active Sur-Shield and AVE Search-Shield, AWE Active Surl-Shield prevents you from
accidentally becoming infected by drive-by downloads and other exploits, ensuring the web pages
Compuler scanner you vizit are safe at lhe_ only time that really matters - when you are about to click the link, A4G
Q e Search-Shield works with Google, Yahoo and MSM search engines to deliver a real-time safety
werdict on all search results, including search ads, displaying an icon to show the safety rating for
each site.

u LinkS carner

#A  Update now

[ LinkScanner component is active.

LinkSeanner version: 3

Settings

Statistics

Enable AYG Search-Shield [need web browser restartf
Enable AVG Active Surt-5hield
[1Enable reporting of detected thieats to AVG

| @ Save changes | ‘ Cancel |

¥ Show nolification

e Enable AVG Search-Shield - (on by default): advisory notifying icons on
searches performed in Google, Yahoo or MSN having checked ahead the
content of sites returned by the search engine. The browsers supported are
Internet Explorer and Firefox.

e Enable AVG Active Surf-Shield - (on by default): active (real-time)
protection against exploitive sites as they are accessed. Known malicious site
connections and their exploitive content is blocked as they are accessed by
the user via a web browser (or any other application that uses HTTP).

e Back reporting of exploiting web sites - mark this item to allow back
reporting of exploits and bad sites found by users either via Safe Surf or Safe
Search to feed the database collecting information on malicious activity on
the web.
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8.6.3. AVG Search-Shield

When searching Internet with the AVG Search-Shield on, all search results returned
from the most popular search engines like Yahoo!, Google, MSN, etc. are evaluated
for dangerous or suspicious links. By checking these links and marking the bad links,
the AVG Security Toolbar warns you before you click on dangerous or suspicious
links, so you can ensure you only go to safe websites.

While a link is being evaluated on the search results page, you will see a graphic sign
next to the link informing that the link verification is in progress. When the evaluation
is complete, the respective informative icon will be displayed:

»{ The linked page is safe (with Yahoo! search engine within AVG Security
Toolbar this icon will not be displayed!).

&4 The linked page contains active threats! For your own safety, you will not be
allowed to visit this page.

Hovering over an individual rating icon will display details about the particular link in
question. Information include additional details of the threat (if any), the IP address
of the link and when the page was scanned by AVG:

&3 AVG 7 X

Safe: This page contains no active threats.
Explanation:

It is safe ko proceed to this page.

IP Address: 209,133,35,200

Scannerd on: 12[07/07 14:26:08

(0.26 seconds to scan this page)

Keep up to date with the latest cybersecurity threats,

Subscribe 1o Roger Thompaon's Exploit Blog

8.6.4. AVG Active Surf-Shield

This powerful protection will block malicious content of any webpage you try to open,
and prevent it from being downloaded to your computer. With this feature enabled,
clicking a link or typing in a URL to a dangerous site will automatically block you from
opening the web page thus protecting you from inadvertently being infected. It is
important to remember that exploited web pages can infect your computer simply by
visiting the affected site, for this reason when you request a dangerous webpage
containing exploits or other serious threats, the AVG Security Toolbar will not allow
your browser to display it.

If you do encounter a malicious web site, within your web browser the AVG Security
Toolbar will warn you with a screen similar to:
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Danger: AV Safe Search & Surf hat detected active threats on this page and has
2 blocked access for your protection.

Risk Category: Exploit server

Explanation: The IP address of thiz web page belongs to a known malicious site. This iz either not the true
addregss of the URL you just clicked on or it iz referencad, sither intentionally or or unintentionally, by the site you
were atbernpting to vigit. AYG Safe Seach and Surf haz prevented access to thiz IP address and ite malicious
content.

IP Adress: 66,0 06099

For additional inforrmation dick here
Suggestions:

= Click the "Back” button on your browser to retum to the previous page and choose another link {(recommended)
® If you would like to ignore the waming and continue to the page, dick here (ROt rec ded)

If you still wish to visit the infected page, a link to the page is available on this
screen, but continuing to these pages in not recommended!

8.7. Web Shield

WARNING: This component is not a part of standard AVG File Server
installation, so it won't be available to you, unless you have previously
selected it in the Custom Installation - Component Selection dialog of the
Installation Process!

8.7.1. Web Shield Principles

Web Shield is a type of a real time resident protection; it scans the content of visited
web pages (and possible files included in them) even before these are displayed in
your web browser or downloaded to your computer.

Web Shield detects that the page you are about to visit includes some dangerous
javascript, and prevents the page from being displayed. Also, it recognizes malware
contained in a page and stops its downloading immediately so that it never gets to
your computer.

Note: AVG Web Shield is not intended for server platforms!

8.7.2. Web Shield Interface

The Web Shield component's interface describes the behavior of this type of
protection. Further you can find information on the component's current status (Web
Shield is active and fully functional.). In the bottom part of the dialog you will then
find the elementary editing options of this component's functionality.

Basic component configuration

First of all, you have the option to immediately switch on/off the Web Shield by
checking the Enable Web Shield item. This option is enabled by default, and the
Web Shield component is active. However, if you do not have a good reason to
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change this settings, we recommend to keep the component active. If the item is
checked, and the Web Shield is running, more configuration options are available
and editable on two tabs:

e Web - you can edit the component's configuration regarding the scan of the
website content. The editing interface allows you to configure the following
elementary options:

2% AVG File Server Edition [ [f=1 <
Fle Components History Tools Help
AVG = You are protected.
e ¢ Al security features are working correctly and are up to date.
. Anti-Virus

Web Shield Component
I;E] Dverview

Web Shield protects you against accidentally downloading infected files or exchanging
0 h . - i
f‘;& \web Shicld "E‘ infected files over ingtant messaging.
Q Computer scanner
A Update now [ Weh Shield is active and fully functional.

Enable Web Shield [need web browser restart]

‘wieb | Instant Messaging

Basic web settings
Szl protechion
[[] Check archives
Report Patentially Unwanted Programs and S pyware threats
Use heuristic analysiz
Maximum part size of a fils to be scanned

—_————————————— Z00KE

‘ @ Save changes | | Cancel |

¥ Show notification

o Web protection - this option confirms that the Web Shield should
perform scanning of the www pages content. Provided this option is on (
by default), you can further switch on/off these items:

> Check archives - scan the content of archives possibly included in
the www page to be displayed

> Scan Potentially Unwanted Programs - scan potentially unwanted
programs (executable programs that can operate as spyware or
adware) included in the www page to be displayed

> Use heuristic analysis - scan the content of the page to be
displayed using the heuristic analysis method (dynamic emulation of
the scanned object’s instructions in a virtual computer environment -
see chapter Anti-Virus Principles)

> Maximum file size to be scanned - if included files are present in
the displayed page you can also scan their content even before these
are downloaded to your computer. However, scanning of large files
takes quite some time and the web page download might be slowed
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significantly. You can use the slide bar to specify the maximum size
of a file that is still to be scanned with Web Shield. Even if the
downloaded file is bigger than specified, and therefore will not be
scanned with Web Shield, you are still protected: in case the file is
infected, the Resident Shield will detect it immediately.

e Instant Messaging - allows you to edit the components settings referring to
instant messaging (e.g. ICQ, MSN Messenger, Yahoo ...) scanning.

2% AVG File Server Edition [ [f=1 <
Fle Components History Tools Help
AVG = You are protected.
A . V ¢ Al security features are working correctly and are up to date.
_Anti-Virus
Web Shield Component
'—E] s Web Shield protects you against accidentally downloading infected files or exchanging
f‘;& \web Shicld ‘\’E‘ infected files over ingtant messaging.
Q Computer scanner
A Update now [ Weh Shield is active and fully functional.

Enable Web Shield [need web browser restart]
‘wieb | Instant Messaging

Instant Messaging settings
Instant Messaging pratection
ICQ protection
M4SN protection

Statistics

‘ @ Save changes | | Cancel |

¥ Show notification

o Instant Messaging protection - check this item if you wish that the Web
Shield verifies the on-line communication is virus free. Provided this
option is on, you can further specify which instant messaging application
you want to control - currently AVG 8.5 File Server supports the ICQ,
MSN, and Yahoo applications.

Please note: The software vendor has set up all AVG components to give optimum
performance. Unless you have a real reason to do so, do not change the AVG
configuration. Any changes to settings should only be performed by an experienced
user. If you need to change AVG configuration, select the system menu item Tools /
Advanced settings and edit the AVG configuration in the newly opened AVG
Advanced Settings dialog.

Control buttons

The control buttons available within the Web Shield interface are as follows:

e Save changes - press this button to save and apply any changes made in
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this dialog

e Cancel - press this button to return to the default AVG user interface (
components overview)

8.7.3. Web Shield Detection

Web Shield scans the content of visited web pages and possible files included in
them even before these are displayed in your web browser or downloaded to your
computer. If a threat is detected, you will be warned immediately with the following
dialog:

2% Web Shield alert

Accessed File is infected

-i threat detected!
" File name: vy gicar, org/download/eicar.com

threat name: Virus identified EICAR_Test
Mote information sbout this threat ..

Show details

The suspect web page will not be opened, and the threat detection will be logged in
the list of Web Shield findings (accessible via system menu History / Web Shield
findings).

8.8. Resident Shield

8.8.1. Resident Shield Principles

The Resident Shield scans files as they are copied, opened or saved. When the
Resident Shield discovers a virus in a file that is accessed, it stops the operation
currently being performed and does not allow the virus to activate itself. The
Resident Shield, loaded in the memory of your computer during system startup,
also provides vital protection for the system areas of your computer.
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8.8.2. Resident Shield Interface
2% AVG File Server Edition o
File Components History Tools Help
AVG = You are protected.
PR J All security features are working correctly and are up to date,
. Anti-Virus i = Y P
Resident Shield Component
.;ﬂ Dt L Resident Shield scans files as they are copied, opened and saved and if 2 threat is found, it
u Fesident Shield I&Q farbids itz activation. It alzo provides vital protection for the system areas of your computer.

Q Computer scanner

[ﬁ Update now [ Resident Shield is active and fully functional_

FRiesident Shield has been mnning for. 41 minute(s) 32 second(s)

Thieats detected and blocked: 1 Reset value

For more detailed settings please select Tools / Advanced settings... from the system menu

Statistics Resident Shield settings

Fesident Shield active

() Remove all threats automatically [[] Scan for Tracking Cookies

(=) Azk me befare removing threats

Manage exceptions | @

Save changes | | Cancel |

¥ Show notification

Besides an overview of the most important statistical data and the information on the
component's current status (Resident Shield is active and fully functional), the
Resident Shield interface offers some elementary component settings options, too.
The statistics is as follows:

e Resident Shield has been active for - provides the time since the latest
component's launch

o Threats detected and blocked - humber of detected infections that were
prevented from being run/opened (if needed, this value can be reset; e.g. for
statistic purposes - Reset value)

Basic component configuration

In the bottom part of the dialog window you will find the section called Resident
Shield settings where you can edit some basic settings of the component's
functionality (detailed configuration, as with all other components, is available via the
File/Advanced settings item of the system menu).

The Resident Shield is active option allows you to easily switch on/off resident
protection. By default, the function is on. With resident protection on you can further
decide how the possibly detected infections should be treated (removed):

o either automatically (Remove all threats automatically)
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o or only after the user's approval (Ask me before removing threats)
This choice has no impact on the security level, and it only reflects your preferences.

In both cases, you can still select whether you want to Remove cookies
automatically. 1n specific cases you can switch this option on to achieve maximum
security levels, however it is switched off by default. (cookies = parcels of text sent
by a server to a web browser and then sent back unchanged by the browser each
time it accesses that server. HTTP cookies are used for authenticating, tracking, and
maintaining specific information about users, such as site preferences or the contents
of their electronic shopping carts).

Please note: The software vendor has set up all AVG components to give optimum
performance. Unless you have a real reason to do so, do not change the AVG
configuration. Any changes to settings should only be performed by an experienced
user. If you need to change AVG configuration, select the system menu item Tools /
Advanced settings and edit the AVG configuration in the newly opened AVG
Advanced Settings dialog.

Control buttons

The control buttons available within the Resident Shield interface are as follows:

e Manage exceptions - opens the Resident Shield - Directory Excludes
dialog where you can define folders that should be left out from the Resident
Shield scanning

e Save changes - press this button to save and apply any changes made in
this dialog

e Cancel - press this button to return to the default AVG user interface
(components overview)

8.8.3. Resident Shield Detection

Resident Shield scans files as they are copied, opened or saved. When a virus or
any kind of threat is detected, you will be warned immediately via the following
dialog:
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‘2% Resident Shield alert

Accessed file is infected

B

Threat detected!

File name: C:\Documents and S ettingshadmin'D esktopheicar. com

Wiruz identified EICAR_Test
Detected on open.
More information about this threat ...

Threat name:

[ Remave threat az Power User

| Heal | |Move b W ault | | lgrore |

Hide details

Frocess name: S INDOWSexplarer.exe
Frocess D: 180

2 AVG

Tomusgh on thregts. Exvy on wRl

The dialog provides information on the threat detected, and it invites you to decide

what action should be taken now:

e Heal - if a cure is available, AVG will heal the infected file automatically; this

option is the recommended action to be taken

e Move to Vault - the virus will be moved to AVG Virus Vault

e Ignore - we strictly recommend NOT TO use this option unless you have a

very good reason to do so!

2% AVG File Server Edition =]
File Components History Tools Help
AVG You are protected.
Y All security features are working correctly and are up to date,
. Anti-Virus i = Y P
Resident Shield detection
Dl d Infection Object Result Detection time Object Type Process
Q C W Vius identified EICAR... C\Docum.. Infected  7.4.2009,13:5346  file M IND WS e
I]ll'lpulE[ scanner
#A Update now
3] i | m
There are 1 records in the list
Additional actions: Export list to file, Emphy list
| Refresh list || Remove selzcted threats ‘ ‘ Remove all threats | | Back |
¥ Show notification
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The Resident Shield detection offers an overview of objects that were detected by
the Resident Shield, evaluated as dangerous and either cured or moved to the
Virus Vault. For each detected object the following information is provided:

Infection- description (possibly even name) of the detected object

Object - object location

Result - action performed with the detected object

Object Type - type of the detected object

Process - what action was performed to call out the potentially dangerous
object so that it could be detected

In the bottom part of the dialog, under the list, you will find information on total
number of detected objects listed above. Further you can export the entire list of
detected objects in a file (Export list to file) and delete all entries on detected
objects (Empty list). The Refresh list button will update the list of finding detected
by Resident Shield. The Back button switches you back to the default AVG user
interface (components overview).

8.9. Update Manager

8.9.1. Update Manager Principles

No security software can guarantee true protection from various types of threats
unless it is regularly updated! Virus writers are always looking for new flaws that they
can exploit in both software and operating systems. New viruses, new malware, new
hacking attacks appear daily. For this reason, software vendors are continually issuing
updates and security patches, to fix any security holes that are discovered.

It is crucial to update your AVG regularly!

The Update Manager helps you to control regular updating. Within this component
you can schedule automatic downloads of update files either from the Internet, or
the local network. Essential virus definition updates should be daily if possible. Less
urgent program updates can be weekly.

Note: Please pay attention to the AVG Updates chapter for more information on
update types and levels!
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8.9.2. Update Manager Interface

2% AVG File Server Edition =JoEs
File Components History Tools Help
AVG = You are protected.
TS J Al security features are warking correctly and are up to date.
. Anti-Virus

Update Manager Component

I;E] Overview .y Update Manager manages automatic £4G updates from the Intemet or a local network. To

3 . ] make sure pou always get the latest version of update files it is recommended to create an update

\LJ Update Manager % scheduls that checks for critical updates directly from the [ntemet at regular intervals, ie. at least
once a day. Updating vour 8%G is vital if you want to preserve maximum pratection against

Q Computer scanner viruses,

% Update now E Update Manager component is active.
Latest update: 7. dubna 2003, 13:46
Wirus database version: 270.171.45/2045
Mext scheduled update: 7. dubna 2009, 17:40

For more detailed settings please select Tools / Advanced settings... fram the spstem menu.

Statistics

(&) Periodicaly (O At a specific time interval
S " S e
Update now | @ Save changes | ‘ Cancel |

¥ Show notification

The Update Manager's interface displays information about the component's
functionality and its current status (Update manager is active.), and provides the
relevant statistical data:

e Latest update - specifies when and at what time the database was updated

e Virus database version - defines the number of the latest virus database
version; and this number increases with every virus base update

Basic component configuration
In the bottom part of the dialog you can find the Update Manager settings section
where you can perform some changes to the rules of the update process launch. You
can define whether you wish the update files to be downloaded automatically (Start
automatic updates) or just on demand. By default, the Start automatic updates
option is switched on and we recommend to keep it that way! Regular download of
the latest update files is crucial for proper functionality of any security software!
Further you can define when the update should be launched:

o Periodically - define the time interval

o At a specific time - define the exact day and time

By default, the update is set for every 4 hours. It is highly recommended to keep this
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setting unless you have a true reason to change it!

Please note: The software vendor has set up all AVG components to give optimum
performance. Unless you have a real reason to do so, do not change the AVG
configuration. Any changes to settings should only be performed by an experienced
user. If you need to change AVG configuration, select the system menu item Tools /
Advanced settings and edit the AVG configuration in the newly opened AVG
Advanced Settings dialog.

Control buttons

The control buttons available within the Update Manager interface are as follows:

e Update now - launches an immediate update on demand

e Save changes - press this button to save and apply any changes made in
this dialog

e Cancel - press this button to return to the default AVG user interface
(components overview)

8.10. AVG Security Toolbar

The AVG Security Toolbar is designed to work with MS Internet Explorer (version
6.0 or greater) and Mozilla Firefox (version 1.5 or greater).

Note: AVG Security Toolbar is not intended for server platforms!

Once installed the AVG Security Toolbar will by default be located just under your
browsers address bar:

& AVG - w | Search | g Active Surf-Shield | §4 Search-Shield | @l AYG Info =

The AVG Security Toolbar consists of the following:

e AVG logo button - provides access to general toolbar items. Click the logo
button to get redirected to the AVG website (www.avg.com). Clicking the
pointer next to the AVG icon will open the following:

o Toolbar Info - link to the AVG Security Toolbar home page with
detailed information on the toolbar's protection

o Launch AVG 8.5 - opens the AVG 8 user interface

o Options - opens a configuration dialog where you can adjust your AVG
Security Toolbar settings to suit your needs; the dialog is divided into
two tabs:
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> General - on this tab you can find two sections nhamed Buttons and
Ratings.

The Buttons section allows you to configure which buttons are visible
or hidden on the AVG Security Toolbar. By default all buttons are
visible.

The Ratings section allows you to determine what type of ratings do
you want to be displayed for your search results. By default all ratings
are visible but you may hide some of them (when searching from the
Yahoo! search box, only safe results are displayed).

Options

General | Advanced |

Buttonz

Customize which buttons are shown on 2%1G Toolbar:
Surf Safe
Search Shield
B Info
Get Mare!

Ratings

Customize which type of ratings Search Shield will show on the
zearch results pages:

S afe [Green)

Ouestionable [Yellow)

Rizky [Orange)

Unknawin (Giray) Learn rnare. ..

I QK H Cancel ]

> Advanced - on this tab you can edit the AVG Security Toolbar
protection features. By default, both the AVG Search-Shield and
AVG Active Surf-Shield features are enabled.

Options

| Genelal| Advanced

Advanced options

Select the protections you would like to uze within the Toolbar
fram the listed below:

AYG Search-Shield

AN Active Surf-Shield

Learn more... ok l ’ Cancel
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o Update - checks for new updates for your AVG Security Toolbar

o Help - provides options to open the help file, contact AVG technical
support, or view the details of the current version of the toolbar

e Yahoo! powered search box - easy and safe way to search the web using
Yahoo! search. Enter a word or phrase into the search box press Search to
start the search on the Yahoo! server directly, no matter what page is
currently displayed. The search box also lists your search history. Searches
done through the search box are analyzed using the AVG Search-Shield
protection.

e AVG Active Surf-Shield button - on/off button controls the status of the
AVG Active Surf-Shield protection

e AVG Search-Shield button - on/off button controls the status of the AVG
Search-Shield protection

e AVG Info button - provides links to important security information located
on the AVG website (www.avg.com)
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O. AVG for SharePoint Portal Server

This chapter deals with AVG maintenance on MS SharePoint Portal Server that can
be considered a special type of a file server.

9.1. Program Maintenance

AVG 8.5 for SharePoint Portal Server uses the Microsoft SP VSAPI 1.4
virus-scanning interface for the protection of your server against possible virus
infection. The objects on the server are tested for the presence of malware when they
are downloaded and/or uploaded from or on the server by your users. The
configuration of the anti-virus protection can be set up using the Central
Administration interface of your SharePoint Portal Server. Within the Central
Administration you can also view and manage the AVG 8.5 for SharePoint Portal
Server log file.

You can launch the SharePoint Portal Server Central Administration when you
are logged in on the computer that your server is running on. The administration
interface is web-based (as well as the user interface of the SharePoint Portal Server)
and you can open it using the SharePoint (3.0) Central Administration option in
the Programs/Microsoft Office Server folder (or SharePoint Portal Server) of
the Windows Start menu:

w ‘Windows Catalog

% Windews Update qorkcut ko

o 5 [T Accessories »

I Ava 7S »

é (4 Cocuments 4 @ Micrasaft Exchange Server 2007 »
2 & Micr er
7 I er
= E} Settings ’ :
= @ Microsoft SCL Server 2005
E ,_) Search » @ Startup
[i7] @ Total Commander 3
E QJ Help and Support @ WinRAR. »
a i & Internet Explarer
] Micrasoft Command Shell
i g] Lag OFF admin... @ Qutloak Express
(o Remote Assistance
@ shut Down, . [T Irfanview 4

ER-=| @HJ‘&I 3113 M

You can also enter the SharePoint Portal Server Central Administration web
page remotely using the proper access rights and URL.
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9.2. AVG for SPPS Configuration - SharePoint 2007

In the SharePoint 3.0 Central Administration interface you can easily configure
the performance parameters and actions of the AVG 8.5 for SharePoint Portal
Server scanner. Choose the Operations option in the Central Administration
section. A new dialog will appear. Select Antivirus item in the Security
Configuration part.

Security Configuration

8 Service accounts

o Information Rights Managerent

a8 Ankivirus

8 Blocked file types

8 Update Farm administrator's group

8 Information management palicy configuration

8 Manage settings for single sign-on

The following window will then be displayed:

Central Administration = Operations = Ankivirus

Antivirus

Ise this page ko configure setkings For virus scanning. Vou must install virus scanning software on all Web servers that are hosting documents
before these settings can kake effect. Learn about configuring antivirus settings,

Antivirus Settings

Specify when vou want docurients skored in document ™7 5ean dacuments n uplaad
libraries and lists to be virus scanned, and whether you wank
wour wirls scanner ko atkempt to cean infected documents, [ scan dacuments on download

[ allow users to download infected documents

[T attempt ko dean infected documents

Antivirus Time Out Tirne out duration {in seconds):

‘You can specify how long the virus scanner should run befare 200
timing out, IF servet response time is slow while scanning,
wou may want to decrease the number of seconds,

Antivirus Threads Murmber of threads:

You can specify the number of execution threads on the |5
server that the virus scanner may use. IF server response

tirne is slow while scanning, you may want to decrease the

number of threads allowed For virus scanning.

Ok | Cancel

You can configure various AVG 8.5 for SharePoint Portal Server anti-virus
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scanning actions and performance features here:

e Scan documents on upload - enable/disable the scanning of documents
being uploaded

e Scan documents on download - enable/disable the scanning of documents
being downloaded

e Allow users to download infected documents - allow/disallow users to
download infected documents

e Clean infected documents - enable/disable automatic erasing of infected
documents

e Time out duration (in seconds) - the maximum number of seconds the virus
scanning process will run after single launch (decrease the value when the
server’s response seems to be slow when scanning the documents)

e Number of threads - you can specify the number of virus scanning threads
that can run simultaneously; increasing the number may speed up the
scanning due to the higher level of parallelism, but it can increase the server’s
response time on the other hand

9.3. AVG for SPPS Configuration - SharePoint 2003

In the SharePoint Portal Server Central Administration interface you can easily
configure the performance parameters and actions of the AVG 8.5 for SharePoint
Portal Server scanner. Choose the Antivirus Actions Configuration option in the
Security Configuration section:

Component Configuration

g Use these links to manage search settings, configure single sign-on, manage shared services,
'a'f configure usage analysis, HTML viewer settings and configure diagnostic settings, If you have
installed the optional docurnent library component, you can configure document libraries {Wweb
Storage System-based) from here,
B Manage the Search Service

Manage settings for single sign-on

Manage shared services for the server farm
Configure usage analysis processing
Configure HTML viewer

B B E O &

ioonfigqure diagnostic settings

The following window will then be displayed:
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Windows SharePoint Services
Configure Antivirus Settings

U=ze this page to configure settings for virus =canning. You must install virus scanning software on all
Web =ervers that are hosting documents before these settings can take effect. Show me more
information.

Antivirus Settings ' 5can documents on

Specify when you want documents stored in document libraries and upload

listz to be virus scanned, and whether you want your virus scanner to 7

attempt to clean infected documents. You can also specify how long ¥ Scan documents on

the virus scanner should run before timing out, and the number of download

execution threads on the server that it may use. If server response

time is slow while scanning, you may want to decrease the number of I~ Allow L=Es to

seconds and threads allowed for virus scanning. download infected
documents

[ Attempt to clean
infected documents

Time out scanning after
ISDD seconds

Allow scanner to use up
to |5 threads

OK I Cancel

You can configure various AVG 8.5 for SharePoint Portal Server anti-virus
scanning actions and performance features here:

e Scan documents on upload - enable/disable the scanning of documents
being uploaded

e Scan documents on download - enable/disable the scanning of documents
being downloaded

e Allow users to download infected documents - allow/disallow users to
download infected documents

e Clean infected documents - enable/disable automatic erasing of infected
documents

e Time limit of scanning - the maximum number of seconds the virus
scanning process will run after single launch (decrease the value when the
server’s response seems to be slow when scanning the documents)

e Use max. X sub-processes when scanning documents - the X specifies
the number of virus scanning threads that can run simultaneously; increasing
the number may speed up the scanning due to the higher level of parallelism,
but it can increase the server’s response time on the other hand
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9.4. AVG for SPPS Edition Diagnostics

The diagnostics messages of AVG 8.5 for SharePoint Portal Server can be viewed
after choosing the Diagnostics Settings Configuration in the SharePoint Central
Administration’s Component Configuration section:

Component Configuration

— U=ze these links to manage search settings, configure =ingle sign-on, manage shared

| zervices, configure usage analysis, HTML viewer settings and configure diagnostic settings.
If vou have installed the opticnal document library component, you can configure
document libraries (Web Storage System-bazed) from here.

B Manage the Search Service

Manage =settings for single =ign-on
Configure usage analysis processing
Configure HTML viewer

B
B
B
B ontaure qlagnostc sethings

All diagnostics information related to AVG 8.5 for SharePoint Portal Server
performance are stored in the *_AVG4SPS.LOG file. The contents of this file can be
viewed after choosing it in the Display diagnostics protocols section of the
Diagnostics Settings Configuration window:

SharePaoint Portal Server Central Administration

Configure Diagnostic Settings for PC28-2003-EN

Use this page to change logging settings and review diagnostic logs.

Logging Settings Components:

Click the component for WWW Worker Process
which you want to change Notification Service
the settings and then click Single Sign-on Service
Edit. Admlnlstratl\{e Service

Search Service

Search Filter Process
Backup - Restore
Audience Job

Third Party Applications

Edit
View Diagnostic Diagnostic logs:
LOQS 2005-01-21 12:52:48 SiteCreation_Grisoft Testing SharePoint F a
: : : 2005-01-21 11:37:44 00000656_MSIBEE.LOG
Click the diagnastic lag 2005-01-21 19:30:01 00003180_MSSDMN.LOG
that you want to view or 2005-01-21 12:57:42 00003012_MSSEARCH.LOG
delete. 2005-01-21 19:22:39 00000668_MSSEARCH.LOG

2005-01-21 19:23:52 00000672_MSSEARCH.LOG

2005-01-21 11:42:29 00001508_SPSADM.LOG

2005-01-21 19:23:47 00001844 _SPSADMIN.LOG

2005-01-21 19:23:53 00000692_SPSNOTIFICATIONSERVICE.L
2005-01-21 11:43:02 00001524 W3WP.LOG l

View Log |

Delete

Delete Unused Log Fies |

Press the View log button to view the log file of AVG 8.5 for SharePoint Portal
Server.
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10. AVG Advanced Settings

The advanced configuration dialog of AVG 8.5 File Server opens in a new window

named Advanced AVG Settings. The window is divided into two sections: the left

part offers a tree-arranged navigation to the program configuration options. Select

the component you want to change the configuration of (or its specific part) to open
the editing dialog in the right-hand section of the window.

WARNING: Items Web Shield, LinkScanner, E-mail Scanner and Remote
Administration are not a part of standard AVG File Server installation, so they
won't be available to you (and therefore won't be displayed in the
tree-arranged navigation), unless you have previously selected them in the
Custom Installation - Component Selection dialog of the Installation Process!

10.1. Appearance

The first item of the navigation tree, Appearance, refers to the general settings of
the AVG user interface and a few elementary options of the application's behavior:

24 Advanced AVG Settings @

|gnore fauly conditions Language selection

{;:u Wiz Vault Application must be restarted to apply language changes.
{;:v PP Exceptions Select uzer interface language:
+-35] Web Shield Enalish |
{;:, LinkS canner o
e @ Scans

+-lgk Schedules

= ) Balloon tray notifications
=45 E-mail Scanner

70 .
Certification Dizplay spstem trap notifications

Mail Filtering Dizplay trap notifications about update.

EngnE

Logs and Results Digplay tray notifications about scanning.
o Servers Digplay Resident Shield related tray notifications [automatic action).
—-3=) Resident Shield [[] Display components state change natification
{;:v Advanced Settings
Exceptions
Anti-F ootk
Update
Fro=y

Dizplay E-mail Scanner related tray notifications.

] ]

Dial-up
LURL
Manage

menEmEm

= Remote Administration

0] 0 o | e o

Language selection
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In the Language selection section you can chose your desired language from the
drop-down menu; the language will then be used for the entire AVG user interface.
The drop-down menu only offers those languages you have previously selected to be
installed during the installation process (see chapter Custom Installation - Component
Selection). However, to finish switching the application to another language you have
to restart the user interface; follow these steps:

e Select the desired language of the application and confirm your selection by
pressing the Apply button (right-hand bottom corner)

e Press the OK button to close the Advanced AVG Settings editing dialog

e Close the AVG user interface via the system menu item option File/Exit

e Re-open the AVG user interface by one of these options: double-click the AVG
system tray icon, double-click the AVG icon on your desktop, or via the menu
Start/All Programs/AVG 8.5/AVG User Interface (see chapter Access to
User Interface). The user interface will then be displayed in the newly
selected language.

Balloon tray notifications

Within this section you can suppress display of system tray balloon notifications on
the status of the application. By default, the balloon notifications are allowed to be
displayed, and it is recommended to keep this configuration! The balloon notifications
typically inform on some AVG component's status change, and you should pay
attention to them!

However, if for some reason you decide you do not wish these notifications to be
displayed, or you would like only certain notifications (related to a specific AVG
component) to be displayed, you can define and specify your preferences by
checking/unchecking the following options:

e Display system tray notifications - by default, this item is checked (
switched on), and notifications are displayed. Uncheck this item to completely
turn off the display of all balloon notifications. When turned on, you can
further select what specific notifications should be displayed:

o Display tray notifications about update - decide whether information
regarding AVG update process launch, progress, and finalization should
be displayed;

o Display tray notifications about scanning - decide whether
information upon automatic launch of the scheduled scan, its progress
and results should be displayed;

o Display Resident Shield related tray notifications - decide whether
information regarding file saving, copying, and opening processes
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o Display components state change notifications - decide whether

should be displayed or suppressed;

information regarding component's activity/inactivity or its possible
problem should be displayed. When reporting a component's fault

status, this option equals to the informative function of the system tray

icon (color changing) reporting a problem in any AVG component.

(o]

o Display E-mail Scanner related tray notifications - decide whether

information upon scanning of all incoming and outgoing e-mail
messages should be displayed.

10.2. Ignore Faulty Conditions

In the Ignore faulty components conditions dialog you can tick those components

that you do not want to get informed about:

28 Advanced AVG Settings

- 1o/&d

Q Seans
@ Schedules
= %_T?J E-mail Scanner
{;:J Certification
£=] Mail Fitering
{;:J Logz and Results
o Servers
=-§5] Resident Shield
{;:J Advanced Settings
E;:J E xceptions
= Anhi-Footkit
= {;:J Update
{;:J Fro=y
EZZJ Dialup
2] uRL
{;:J Manage
%_TEJ Remote Adminiztration

Ignore faulty components conditions

Error or warning status of the selected components will be ignaored.

Component

] snti-Footkit

[ &nti-Spyware
[ Antivinus

] E-mail Scanner
[ License

] LinkScanner
] Resident Shield
[] Update Manager
[ ‘weh Shield

@

aF. ‘ | Cancel

‘ ‘ 0 Apply

By default, no component is selected in this list. It means that if any component get

to an error status, you will be informed about it immediately via:
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e system tray icon - while all parts of AVG are working properly, the icon is
displayed in four colors; however, if an error occurs, the icons switches to
grey color with a red exclamation mark,

e text description of the existing problem in the Security Status Info section
of the AVG main window

There might be a situation that for some reason you need to switch a component off
temporarily (this is not recommended, you should try to keep all components
permanently on and in default configuration, but it may be happen). In that case the
system tray icon automatically reports the component's error status. However, in this
very case we cannot talk about an actual error since you have deliberately induced it
yourself, and you are aware of the potential risk. At the same time, once being
displayed in grey color, the icon cannot actually report any possible further error that
might appear.

For this situation, within the above dialog you can select components that may be in
an error state (or switched off) and you do not wish to get informed about it. The
same option of Ignoring component state is also available for specific components
directly from the components overview in the AVG main window.
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10.3. Virus Vault

24 Advanced AVG Settings = @

{;:, Appearance
agnore Faully conditions Wirus Vault maintenance

It Limit Wirus YW ault Size
=| PUP Exceptions

-
w'eh Shisld ' )

=| LinkScanner 10%
@ Scans b awiriuim size of Yirus Wault [percent of the drive size]

Wt Schedules

% E-mail Scanner

=-§E| Resident Shield
Advanced Settings

Automatic file deletion

Delete files older than |30 day(z)

i i

Exceptions
=] antFootkit b aimnurn number of files o be stored: |00

= é:v Update
Prowy

L]
[£3]
[
3]

Dial-up
IRL
Manage

e x| oe oo

The Virus Vault maintenance dialog allows you to define several parameters
regarding the administration of objects stored in the Virus Vault:

e Limit Virus vault size - use the slider to set up the maximum size of the
Virus Vault. The size is specified proportionally compared to the size of your
local disk.

e Automatic file deletion - in this section define the maximum length of time
that objects should be stored in the Virus Vault (Delete files older than ...
days), and the maximum number of files to be stored in the Virus Vault (
Maximum number of files to be stored)

10.4. PUP Exceptions

AVG is able to analyze and detect executable applications or DLL libraries that could
be potentially unwanted within the system. In some cases the user may wish to keep
certain unwanted programs on the computer, (programs that were installed on
purpose). Some programs, especially free ones, include adware. Such adware might
be detected and reported by AVG as a potentially unwanted program. If you wish
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to keep such a program on your computer, you can define it as a potentially
unwanted program exception:

2 Advanced AVG Settings - @

{;:J Appearance
{;:J Igrare Faulty conditions Potentially Unwanted Programs Exceptions
Wirug Wault

File File: Path Checksum

£=] web Shield
{;:J ‘wieb Protection
= {;:J Instant Messaging
£ Advanced ICO
£] Advanced MSN
{;:J LinkScanner
%g Scans
@ Schedules
= {;:J E-mail Scanner
f£] Certification
M ail Filtering

=| Logs and Aesults
o Servers
=45 Resident Shield
{;:J Advanced Settings
E:J Exceptions
=) AntiRootkit
= {;:J Update
{;:J Proy
=] Dialup
£ urL

E:J Manage ‘ Edit ‘ | Remowe ‘ ‘ Add exception |

© o ) _ow J@© ow |

The Potentially Unwanted Programs Exceptions dialog displays a list of already
defined and currently valid exceptions from potentially unwanted programs. You can

edit, delete, or add new exception.
Control buttons

e Edit - opens an editing dialog (identical with the dialog for new exception

definition, see below) of an already defined exception, where you can change
the exception's parameters

e Remove - deletes the selected item from the list of exceptions

e Add exception - open an editing dialog where you can define parameters of
the new exception to be created:
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29 Exce ption Definition m
File: \:\
Checksum:

File Infa: Extended file information not available.

[ any location - do not use Full path

Add ‘ ‘ Cancel

o File - type the full path to the file that you want to mark as an exception

o Checksum - displays the unique 'signature’' of the chosen file. This
checksum is an automatically generated string of characters, which
allows AVG to unequivocally distinguish the chosen file from other files.
The checksum is generated and displayed after successful addition of the
file.

o File Info - displays any additional information available about the file (
license/version information etc.)

o Any location - do not use full path - if you want to define this file as

an exception only for the specific location, then leave this checkbox
unchecked
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10.5. Web Shield

2% Advanced AVG Settings

- \o/ed

{?J Appearance
|gnore faulty conditions
S Winuz Wault
UF Exceptions
% inkScanner
@ Scanz
E‘_& Schedules
= =] E-mail Scanner
EJ Cegtification
§=] Mail Fitering
E;:J Logs and Results
e Servers
=145 Resident Shield
=| Advanced Settings

EJ Exceptions
£2) Anti-Rootkit
= {;:J Update

‘Web Shield
Enable web Shizld

You need to reztart your web browser after you enable Web Shield. Once pou disable Web Shield
it is necessary to refresh the viewed web page.

Threat notification mode
() Standard pop-up dislog [recommended)
() Tray balloon notification

() Tray icon sighalization

‘ ‘ ©  Appl

@ ar. ‘ ‘ Caticel

The Web Protection dialog allows you to activate/deactivate the entire Web Shield
component (activated by default). For further advanced settings of this component
please continue to the subsequent dialogs as listed in the tree navigation.

In the bottom section of the dialog, select in which way you wish to be informed
about possible detected threat: via standard pop-up dialog, via tray balloon
notification, or via tray icon signalization.
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10.5.1. Web Protection
25 Advanced AVG Settings - @

% Appearance
lgnare fauly conditions Web Protection

Wins Vault Enable web protection
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In the Web Protection dialog you can edit the component's configuration regarding
the scan of the website content. The editing interface allows you to configure the
following elementary options:

e Web protection - this option confirms that the Web Shield should perform
scanning of the www pages content. Provided this option is on (by default),
you can further switch on/off these items:

o Check archives - scan the content of archives possibly included in the
www page to be displayed .

o Report Potentially Unwanted Programs and Spyware threats -
scan potentially unwanted programs (executable programs that can
operate as spyware or adware) included in the www page to be
displayed, and spyware infections.

o Use heuristic analysis - scan the content of the page to be displayed
using the heuristic analysis method (dynamic emulation of the scanned
object’s instructions in a virtual computer environment).
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o Ports to be scanned - this field lists the standard http communication
port numbers. If your computer configuration differs, you can change
the port numbers as needed.

o Maximum file size to be scanned - if included files are present in the
displayed page you can also scan their content even before these are
downloaded to your computer. However, scanning of large files takes
quite some time and the web page download might be slowed
significantly. You can use the slide bar to specify the maximum size of a
file that is still to be scanned with Web Shield. Even if the downloaded
file is bigger than specified, and therefore will not be scanned with Web
Shield, you are still protected: in case the file is infected, the Resident
Shield will detect it immediately.

o Exclude host/IP/domain - into the text field you can type the exact
name of a server (host, IP address, IP address with mask, or URL) or a
domain that should not be scanned by Web Shield. Therefore exclude
only host that you can be absolutely sure would never provide
dangerous website content.

10.5.2. Instant Messaging
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In the Instant Messaging Shield dialog you can edit the Web Shield components
settings referring to instant messaging scanning. Currently the following three instant
messaging programs are supported: ICQ and MSN - tick the respective item for each
of them if you want the Web Shield to verify the on-line communication is virus free.

For further specification of allowed/blocked users you can see and edit the respective
dialog (Advanced ICQ, Advanced MSN) and specify the Whitelist (list of users that
will be allowed to communicate with you) and Blacklist (users that should be blocked

).

10.6. Link Scanner
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The LinkScanner settings dialog allows you to switch on/off the two elementary
features of the LinkScanner:

e Enable Safe Search - (on by default): advisory notifying icons on searches

performed in Google, Yahoo or MSN having checked ahead the content of sites

returned by the search engine. The browsers supported are Internet Explorer
and Firefox.

e Enable Safe Surf - (on by default): active (real-time) protection against
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exploitive sites as they are accessed. Known malicious site connections and
their exploitive content is blocked as they are accessed by the user via a web
browser (or any other application that uses HTTP).

e Enable reporting to AVG of exploited websites - (on by default): mark
this item to allow back reporting of exploits and bad sites found by users
either via Safe Surf or Safe Search to feed the database collecting
information on malicious activity on the web.

10.7. Scans

The advanced scan settings is divided into three categories referring to specific scan
types as defined by the software vendor:

e Scan Whole Computer - standard predefined scan of the entire computer

e Shell Extension Scan - specific scanning of a selected object directly from
the Windows Explorer environment

e Scan Specific Files or Folders - standard predefined scan of selected areas
of your computer

e Removable Device Scan - specific scanning of removable devices attached
to your computer
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10.7.1. Scan Whole Computer

The Scan whole computer option allows you to edit parameters of one of the scans
predefined by the software vendor, Scan of the whole computer:
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Scan settings

The Scan settings section offers a list of scanning parameters that can be optionally
switched on/off:

e Automatically heal/remove infection - if a virus is identified during
scanning it can be healed automatically if a cure is available. If the infected
file cannot be healed automatically, or if you decide to switch off this option,
you will be notified upon a virus detection and will have to decide what to do
with the detected infection. The recommended method is to remove the
infected file to the Virus Vault.

e Report Potentially Unwanted Programs and Spyware threats - this
parameter controls the Anti-Virus functionality that allows detection of
potentially unwanted programs (executable files that can run as spyware or
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adware) and these can then be blocked, or removed;

e Scan for Tracking Cookies - this parameter of the Anti-Spyware component
defines that cookies should be detected; (HTTP cookies are used for
authenticating, tracking, and maintaining specific information about users,
such as site preferences or the contents of their electronic shopping carts)

e Scan inside archives - this parameters defines that scanning should check
all files even those stored inside archives, e.g. ZIP, RAR, ...

e Use Heuristics - heuristic analysis (dynamic emulation of the scanned object’
s instructions in a virtual computer environment) will be one of the methods
used for virus detection during scanning;

e Scan system environment - scanning will also check the system areas of
your computer;

e Scan for rootkits - tick this item if you want to include the rootkit detection
into scanning of the entire computer. The rootkit detection is also available on
its own within the Anti-Rootkit component;

e Scan infectable files only - with this option switched on, files that cannot
get infected will not be scanned. These can be for instance some plain text
files, or some other non-executable files.

o0 Scan media files — check to scan media files (Video, Audio etc.). If you
leave this box unchecked, it will reduce the scanning time even more,
because these files are often quite large and are not too likely to be
infected by a virus.

Scan process priority

Within the Scan process priority section you can further specify the desired
scanning speed dependent on system resource usage. By default, this option value is
set to the medium level of automatic resource usage. If you want the scanning to run
faster, it will take less time but system resources usage will increase significantly
during the scan, and will slow down your other activities on the PC (this option can
be used when your computer is switched on but nobody is currently working on it).
On the other hand, you can decrease system resources usage by extending the
scanning duration.

Set additional scan reports ...
Click the Set additional scan reports ... link to open a standalone dialog window

called Scan reports where you can tick several items to define what scan findings
should be reported:

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 71



2 AVG

X1

ol Scan reports

Scan reports
[Jrepart password protected archives
[Ireport password protected documents
[report locked Fles
[CIrepart Fles containing macro

[CIrepart hidden extensions

| Save ‘ ‘ Cancel |

10.7.2. Shell Extension Scan

Similar to the previous Scan whole computer item, this item named Shell
extension scan also offers several options for editing the scan predefined by the
software vendor. This time the configuration is related to scanning of specific objects
launched directly from the Windows Explorer environment (shell extension), see
chapter Scanning in Windows Explorer:
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The list of parameters is identical to those available for the Scan of the whole
computer . However, the default settings differ: with the Scan of the Whole
Computer most parameters are selected while for the Shell extension scan (
Scanning in Windows Explorer) only the relevant parameters are switched on.
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10.7.3. Scan Specific Files or Folders

The editing interface for Scan specific files or folders is identical to the Scan
Whole Computer editing dialog. All configuration options are the same; however,
the default settings are more strict for the Scan of the whole computer:
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Scan infectable files anly
Scan media files

All parameters set up in this configuration dialog apply only to the areas selected for
scanning with the Scan of specific files or folders! If you tick the Scan for
rootkits option within this configuration dialog, only a quick rootkit test will be
performed, i.e. rootkit scanning of selected areas only.

Note: For a description of specific parameters please consult the chapter AVG
Advanced Settings / Scans / Scan Whole Computer.
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10.7.4. Removable Device Scan

The editing interface for Removable device scan is also very similar to the Scan
Whole Computer editing dialog:
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Scan process priority

The Removable device scan is launched automatically once you attach any
removable device to your computer. By default, this scanning is switched off.
However, it is crucial to scan removable devices for potential threats since these are a
major source of infection. To have this scanning ready and launched automatically
when needed, mark the Enable Removable device scan option.

Note: For a description of specific parameters please consult the chapter AVG
Advanced Settings / Scans / Scan Whole Computer.

10.8. Schedules

In the Schedules section you can edit the default settings of:

e Whole computer scan schedule

e Virus database update schedule
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e Program update schedule

10.8.1. Scheduled Scan
Parameters of the scheduled scan can be edited (or a new schedule set up) on three

tabs:
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On the Schedule settings tab you can first check/uncheck the Enable this task

item to simply deactivate the scheduled test temporarily, and switch it on again as
the need arises.

Cancel

‘ ‘ ® App

Next, give a name to the scan you are about to create and schedule. Type the name
into the text field by the Name item. Try to use brief, descriptive and apt names for
scans to make it easier to later recognize the scan from others.

Example: It is not appropriate to call the scan by the name of "New scan" or "My
scan" since these names do not refer to what the scan actually checks. On the other
hand, an example of a good descriptive name would be "System areas scan" etc. Also
it is not necessary to specify in the scan's name whether it is the scan of the whole of
the computer or just a scan of selected files or folders - your own scans will always

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved.

2 AVG

75



2 AVG

be a specific version of the scan of selected files or folders.

In this dialog you can further define the following parameters of the scan:

e Schedule running - specify time intervals for the newly scheduled scan
launch. The timing can either be defined by the repeated scan launch after a
certain period of time (Run every ...) or by defining an exact date and time (
Run at specific time ...), or possibly by defining an event that the scan
launch should be associated with (Action based on computer startup).

e Advanced schedule options - this section allows you to define under which
conditions the scan should/should not be launched (whether it should be run
on computer startup, in low power mode or while a full-screen application -
for example a computer game - is running).

Once the scheduled scan is launched in the time you have specified, you will be
informed on this fact via a pop-up window opened over the AVG system tray icon:

Scheduled scan was started.

|
Tes | AmTR o

A new AVG system tray icon then appears (in full color with a white arrow - see
picture above) informing a scheduled scan is running. Right-click on the running scan
AVG icon to open a context menu where you can decide to pause or even stop the
running scan:

Scheduled zcan # =
T
Pause all scans
Stop all scans
i 1111
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On the How to scan tab you will find a list of scanning parameters that can be
optionally switched on/off. By default, most parameters are switched on and the
functionality will be applied during scanning. Unless you have a valid reason to
change these settings we recommend to keep the predefined configuration:

o Automatically heal/remove infection - (switched on, by default): if a virus
is identified during scanning it can be healed automatically if a cure is
available. If the infected file cannot be healed automatically, or if you decide
to switch off this option, you will be notified upon virus detection and will have
to decide what to do with the detected infection. The recommended action is
to remove the infected file to the Virus Vault.

e Report Potentially Unwanted Programs and Spyware threats - (
switched on, by default): this parameter controls the Anti-Virus functionality
that allows detection of potentially unwanted programs (executable files that
can run as spyware or adware) and these can then be blocked, or removed;

e Scan for Tracking Cookies - (switched on, by default): this parameter of
the Anti-Spyware component defines that cookies should be detected during
scanning; (HTTP cookies are used for authenticating, tracking, and
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maintaining specific information about users, such as site preferences or the
contents of their electronic shopping carts)

e Scan inside archives - (switched on, by default): this parameter defines the
scanning should check all files even if they are stored inside an archive, e.g.
ZIP, RAR, ...

e Use Heuristics - (switched on, by default): heuristic analysis (dynamic
emulation of the scanned object’s instructions in a virtual computer
environment) will be one of the methods used for virus detection during
scanning;

e Scan system environment - (switched on, by default): scanning will also
check the system areas of your computer;

e Scan for rootkits - tick this item if you want to include the rootkit detection
into scanning of the entire computer. The rootkit detection is also available on
its own within the Anti-Rootkit component;

e Scan infectable files only - (switched off, by default): with this option
switched on, scanning will not be applied to files that cannot get infected.
These can be for instance some plain text files, or some other non-executable
files.

Within the Scan process priority section you can further specify the desired
scanning speed dependent on system resource usage. By default, this option is set to
the medium level of automatic resource usage. If you want the scanning to run faster,
it will take less time but the system resources usage will increase significantly during
the scan, and will slow down your other activities on the PC (this option can be used
when your computer is switched on but nobody is currently working on it). On the
other hand, you can decrease the system resources usage by extending the scanning
duration.

Click the Set additional scan reports ... link to open a standalone dialog window
called Scan reports where you can tick several items to define what scan findings
should be reported:

off Scan reports

Scan reports

] report password protected archives
] report password protected documents
[ report locked Ffiles

[C1report Files containing macra

] report hidden extensions

| Save | | Cancel ‘

Click the Additional scan settings ... to open a new Computer shutdown options
dialog where you can decide whether the computer should be shut down
automatically once the running scanning process is over. Having confirmed this option
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(Shutdown computer upon scan completion), a new option activates that allows
the computer to shut down even if it is currently locked (Force shutdown is
computer is locked).

o Additional scan settings ﬁ

Computer shutdown options
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On the What to scan tab you can define whether you want to schedule scanning of
the whole computer or scanning of specific files or folders. If you select scanning of
specific files or folders, in the bottom part of this dialog the displayed tree structure
activates and you can specify the folders to be scanned.

<]
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10.8.2. Virus Database Update Schedule
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On the Schedule settings tab you can first check/uncheck the Enable this task
item to simply deactivate the scheduled virus database update temporarily, and
switch it on again as the need arises.

The basic virus database update scheduling is covered within the Update Manager

component. Within this dialog you can set up some detailed parameters of the virus
database update schedule:

Give a name to the virus database update schedule you are about to create. Type the
name into the text field by the Name item. Try to use brief, descriptive and
appropriate names of update schedules to make it easier to recognize the schedule
among others later.

e Schedule running - specify the time intervals for the newly scheduled virus
database update launch. The timing can either be defined by the repeated
update launch after a certain period of time (Run every ...) or by defining an
exact date and time (Run at specific time interval ...).

e Advanced schedule options - this section allows you to define under which
conditions the virus database update should/should not be launched if the
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computer is in low power mode or switched off completely.

e Other update settings - check this option to make sure than if the internet
connection gets corrupted and the update process fails, it will be launched
again immediately after the internet connection is restored.

Once the scheduled scan is launched in the time you have specified, you will be
informed on this fact via a pop-up window opened over the AVG system tray icon (
provided that you have kept the default configuration of the the Advanced Settings/

Appearance dialog).

10.8.3. Program Update Schedule
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On the Schedule settings tab you can first check/uncheck the Enable this task
item to simply deactivate the scheduled program update temporarily, and switch it on
again as the need arises.

Next, give a name to the program update schedule you are about to create. Type the
name into the text field by the Name item. Try to use brief, descriptive and
appropriate names of update schedules to make it easier to recognize the schedule
among others later.
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e Schedule running - specify the time intervals for the newly scheduled
program update launch. The timing can either be defined by the repeated
update launch after a certain period of time (Run every ...) or by defining an
exact date and time (Run at specific time ...), or possibly by defining an
event that the update launch should be associated with (Action based on
computer startup).

e Advanced schedule options - this section allows you to define under which
conditions the program update should/should not be launched if the computer
is in low power mode or switched off completely.

e Other update settings - check this option to make sure than if the internet
connection gets corrupted and the update process fails, it will be launched
again immediately after the internet connection is restored.

Once the scheduled scan is launched in the time you have specified, you will be
informed on this fact via a pop-up window opened over the AVG system tray icon (
provided that you have kept the default configuration of the the Advanced Settings/

Appearance dialog).

10.9. E-mail Scanner
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The E-mail Scanner dialog is divided into three sections:

e E-mail scanning - in this section select whether you want to scan the
incoming/outgoing e-mail messages and whether all e-mails should be
certified or only e-mails with attachments (e-mail virus-free certification is not
supported in HTML/RTF format). Additionally you can choose if you want AVG
to modify the subject for messages that contain potential viruses. Tick the
Modify subject of virus infected messages checkbox and change the text
respectively (default value is ***VIRUS***).,

e Scanning properties - specify whether the heuristic analysis method should
be used during scanning (Use heuristic), whether you want to check for the
presence of potentially unwanted programs (Scan Potentially Unwanted
Programs), and whether archives should be scanned too (Scan inside
archives).

e E-mail attachments reporting - specify whether you wish to be notified via
e-mail about password protected archives, password protected documents,
macro containing files and/or files with hidden extension detected as an
attachment of the scanned e-mail message. If such a message is identified
during scanning, define whether the detected infectious object should be
moved to the Virus Vault.
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10.9.1. Certification

i Advanced AVG Settings
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In the Certification dialog you can specify exactly what text the certification note
should contain, and in what language. This should be specified separately for

Incoming mail and Outgoing mail.
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10.9.2. Mail Filtering
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The Attachment filter dialog allows you to set up parameters for e-mail messages
attachment scanning. By default, the Remove attachments option is switched off. If
you decide to activate it, all e-mail message attachments detected as infectious or
potentially dangerous will be removed automatically. If you want to define specific
types of attachments that should be removed, select the respective option:

e Remove all executable files - all *.exe files will be deleted
e Remove all documents - all *.doc files will be deleted

e Remove files with these extensions - will remove all files with the defined
extensions
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10.9.3. Logs and Results
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The dialog opened via the Logs and Results navigation item allows you to specify
parameters for e-mail scanning results maintenance. The dialog is divided into

several sections:

e Logs Maintenance - define whether you want to log e-mail scanning
information daily, weekly, monthly, ... ; and also specify the maximum size of

the log file (in MB)

e Log level threshold - the medium level is set up by default - you can select
a lower level (logging elementary connection information) or higher level (

logging of all traffic)

e Folder used to store log files - define where the log file should be located

10.9.4. Servers
In the Servers section you can edit parameters of the E-mail Scanner component
servers, or set up a new server fusing the Add new server button.
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24 Advanced AVG Settings
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In this dialog (opened via Servers / POP3) you can set up a new E-mail Scanner
server using the POP3 protocol for incoming mail:

e POP3 Server Name - type in the name of the server or keep the AutoPOP3
default name

e Type of login - defines the method for determining the mail server used for
incoming mail:

o Automatic - Login will be carried out automatically, according to your
e-mail client settings.

o USER/COMPUTER - the simplest and the most frequently used method
for determining the destination mail server is the proxy method. To use
this method, specify the name or address (or also the port) as part of
the login user name for the given mail server, separating them with the
/ character. For example, for the account userl on the server
pop.acme.com and the port 8200 you would use
userl/pop.acme.com:8200 for the login name.
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o Fixed host - In this case, the program will always use the server
specified here. Please specify the address or name of your mail server.
The login name remains unchanged. For a name, you may use a domain
name (for example, pop.acme.com) as well as an IP address (for
example, 123.45.67.89). If the mail server uses a non-standard port,
you can specify this port after the server name by using a colon as the
delimiter (for example, pop.acme.com:8200). The standard port for
POP3 communication is 110.

o Additional settings - specifies more detailed parameters:

o Local port - specifies the port on which the communication from your
mail application should be expected. You must then specify in your mail
application this port as the port for POP3 communication.

o Use APOP when available - this option provides more secure mail server
login. This makes sure that the E-mail Scanner uses an alternative
method of forwarding the user account password for login, sending the
password to the server not in an open, but in an encrypted format using
a variable chain received from the server. Naturally, this feature is
available only when the destination mail server supports it.

o Connection - in the drop-down menu, you can specify which kind of
connection to use (regular/SSL/SSL default). If you choose SSL
connection, the data sent is encrypted without the risk of being traced or
monitored by a third party. This feature is also only available when the
destination mail server supports it.

e E-mail client POP3 server activation - provides brief information on the
configuration settings required to correctly configure your e-mail client (so
that the E-mail Scanner will check all incoming mail). This is a summary
based on the corresponding parameters specified in this dialog and other
related dialogs.
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24 Advanced AVG Settings
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In this dialog (opened via Servers / SMTP) you can set up a new E-mail Scanner
server using the SMTP protocol for outgoing mail:

e SMTP Server Name - type in the name of the server or keep the AutoSMTP
default name

e Relay Host - defines the method for determining the mail server used for
outgoing mail:

o Automatic - login will be carried out automatically, according to your
e-mail client settings

o Fixed host - in this case, the program will always use the server
specified here. Please specify the address or name of your mail server.
You may use a domain name (for example, smtp.acme.com) as well as
an IP address (for example, 123.45.67.89) for a name. If the mail server
uses a non-standard port, you can type this port behind the server name
using a colon as the delimiter (for example, smtp.acme.com:8200). The
standard port for SMTP communication is 25.
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e Additional settings - specifies more detailed parameters:

o Local port - specifies the port on which the communication from your mail
application should be expected. You must then specify in your mail application this
port as the port for SMTP communication.

o Queue processing - determines the behavior of the E-mail Scanner
when processing the requirements for sending mail messages:

> Automatic - the outgoing mail is immediately delivered (sent) to the
target mail server

» Manual - the message is inserted into the queue of outgoing
messages and sent later

o Connection - in this drop-down menu, you can specify which kind of
connection to use (regular/SSL/SSL default). If you choose SSL
connection, the data sent is encrypted without the risk of being traced or
monitored by a third party. This feature is available only when the
destination mail server supports it.

e Administrative server - shows the number of the port of the server that will
be used for the reverse delivery of administration reports. These messages are
generated, for example, when the target mail server rejects the outgoing
message or when this mail server is not available.

o E-mail client SMTP server settings - provides information on how to
configure the client mail application so that outgoing mail messages are
checked using the currently modified server for checking the outgoing mail.
This is a summary based on the corresponding parameters specified in this
dialog and other related dialogs.
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10.10. Resident Shield

The Resident Shield component performs live protection of files and folders against
viruses, spyware and other malware.
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In the Resident Shield Settings dialog you can activate or deactivate the Resident
Shield protection completely by checking/unchecking the Enable Resident Shield
item (this option is switched on by default). In addition you can select which
Resident Shield features should be activated:

e Scan for Tracking Cookies - this parameter defines that cookies should be
detected during scanning. (HTTP cookies are used for authenticating, tracking,
and maintaining specific information about users, such as site preferences or
the contents of their electronic shopping carts)

e Report Potentially Unwanted Programs and Spyware threats - (
switched on by default) scanning for potentially unwanted programs (
executable applications that can behave as various types of spyware or
adware)

e Scan on process closing - on-close scanning ensures that AVG scans active

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 91



objects (e.g. applications, documents ...) when they are being opened, and
also when they are being closed; this feature helps you protect your computer

against some types of sophisticated virus

e Scan boot sector of removable media - (switched on by default)

e Use Heuristics - (switched on by default) heuristic analysis will be used for
detection (dynamic emulation of the scanned object’s instructions in a virtual

computer environment)

e Auto-heal - any detected infection will be healed automatically if there is a
cure available

10.10.1.Advanced Settings

In the Files scanned by the Resident Shield dialog it is possible to configure which

files will be scanned (by specific extensions):

25 hdvanced AVG Settings

=%

Appearance
|gniore faulty conditions
Wirus Vault
PP Exceptions
wieh Shield
iz LinkScanner
* @_ Scans
+-l Schedules
E-mail Scanner

+

é’ Certification
] Mail Filtering
é;:v Logz and Rezults
+- M Servers
= fE) Resident Shield
fyanced Setings

=| Exceptions
=) Anhi-Footkit

£ uRL
=| Manage
=) Remate Adminiztration

@] oms

Files scanned by the Resident Shield
() Scan all files

() Scan infectable files and selected types of documents

Always scan files with the following extenzions:
[38E:A5PBAT BINBMPBOO CHM CLACLAS " .CMD CHM COM CPLDEY.DLLDO" DRV EML:

Always scan files without estensions

The Resident Shield will scan

Rezident Shigld will scan files with following extensions:

[30E:A5F.BAT BIN.BMPBOO CHM CLACLAS ™ .CMD .CHM COM CPL.DEYDLLDO".DRY.EML;
EXE GIFHLPHTEINLIPEG PG 5™ LN D" M5 G NS 0 G 0% PC PDF PGM PHF® PIF:
PL*PRGPOT PP SCRSHS SMMSWE 5SS TIFVBE WVBS VB MWD WMF =L MMLEL”
Scanning files without extenzion iz on.

) k. | ‘ Cancel ‘ "g_:' Apply

Decide whether you want all files to be scanned or just infectable files - if so, you can

further specify a list of extensions defining files that should be excluded from
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scanning, and also a list of file extensions defining files that must be scanned under
all circumstances.

10.10.2.Exceptions
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The Resident Shield - Directory Excludes dialog offers the possibility of defining
folders that should be excluded from the Resident Shield scanning. If this is not
essential, we strongly recommend not excluding any directories! If you decide to
exclude a folder from Resident Shield scanning, the new settings will only take
effect after the computer is restarted!

The dialog provides the following control buttons:

o Add path - specify directories to be excluded from the scanning by selecting
them one by one from the local disk navigation tree

e Add list - allows you to enter a whole list of directories to be excluded from
the Resident Shield scanning

e Edit path - allows you to edit the specified path to a selected folder
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e Edit list - allows you to edit the list of folders
e Remove path - allows you to delete the path to a selected folder from the
list

10.11. Anti-Rootkit

In this dialog you can edit the Anti-Rootkit component's configuration:
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Editing of all functions of the Anti-Rootkit component as provided within this dialog
is also accessible directly from the Anti-Rootkit component's interface.

Mark up the respective check-boxes to specify objects that should be scanned:
e Scan applications
e Scan DLL libraries
e Scan drivers

Further you can pick the rootkit scanning mode:
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e Quick rootkit scan - scans only the system folder (typically c:\Windows)

e Full rootkit scan - scans all accessible disks except for A: and B:

10.12.Update
[
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The Update navigation item opens a new dialog where you can specify general
parameters regarding the AVG update:

When to update files

In this section you can select between two alternative options: update can be
scheduled for the next PC restart or you can launch the update immediately. By
default, the immediate update option is selected since this way AVG can secure the
maximum safety level. Scheduling an update for the next PC restart can only be
recommended if you are sure the computer gets restarted regularly, at least daily.

If you decide to keep the default configuration and launch the update process
immediately, you can specify the circumstances under which a possible required
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restart should be performed:

e Require confirmation from the user - you will be asked to approve a PC
restart needed to finalize the update process

e Restart immediately - the computer will be restarted automatically
immediately after the update process has finished, and your approval will not
be required

e Complete at next computer restart - the update process finalization will be
postponed until the next computer restart - again, please keep in mind that
this option is only recommended if you can be sure the computer gets
restarted regularly, at least daily

Additional update options

e Build new system restore point after each program update - before
each AVG program update launch, a system restore point is created. In case
the update process fails and your operating system crashes you can always
restore your OS in its original configuration from this point. This option is
accessible via Start / All Programs / Accessories / System tools / System
Restore, but any changes can be recommended to experienced users only!
Keep this check-box ticked if you want to make use of this functionality.

e Use DNS update - mark this check box to confirm you want to use the
update files detection method that eliminates data amount transferred
between the update server and AVG client;

e Require confirmation to close running applications item (switched on by
default) will help you make sure no currently running applications will be
closed without your permission - if required for the update process to be
finalized;

e Check computer time - mark this option to declare you wish to have

notification displayed in case the computer time differs from the correct time
more than specified number of hours.
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10.12.1.Proxy
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The proxy server is a stand-alone server or a service running on a PC that guarantees
safer connection to the Internet. According to the specified network rules you can
then access the Internet either directly or via the proxy server; both possibilities can
also be allowed at the same time. Then, in the first item of the Update settings -
Proxy dialog you have to select from the combo box menu whether you want to:

e Use proxy
e Do not use proxy server

e Try connection using proxy and if it fails, connect directly - default
settings

If you select any option using proxy server, you will have to specify some further
data. The server settings can be configured either manually or automatically.

Manual configuration
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If you select manual configuration (check the Manual option to activate the
respective dialog section) you have to specify the following items:

e Server - specify the server’s IP address or the name of the server

e Port - specify the number of the port that enables Internet access (by
default, this number is set to 3128 but can be set differently - if you are not
sure, contact your network administrator)

The proxy server can also have configured specific rules for each user. If your proxy
server is set up this way, check the Use PROXY authentication option to verify that
your user name and password are valid for connecting to the Internet via the proxy
server.

Automatic configuration

If you select automatic configuration (mark the Auto option to activate the respective
dialog section) then please select where the proxy configuration should be taken
from:

e From browser - the configuration will be read from your default internet
browser (supported browsers being Internet Explorer, Firefox, Mozilla, and
Opera)

e From script - the configuration will be read from a downloaded script with
the function returning the proxy address

e Autodetect - the configuration will be detected automatically directly from
the proxy server
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10.12.2.Dial-up
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All parameters optionally defined in the Update settings - Dial-Up connection
dialog refer to the dial-up connection to the Internet. The dialog's fields are inactive
until you check the Use dial-up connections option that activates the fields.

Specify whether you want to connect to the Internet automatically (Automatically
open this connection) or you wish to confirm the connection manually every time (
Ask before connection). For automatic connection you should further select
whether the connection should be closed after the update is finished (Close dial-up
connection when finished).
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10.12.3.URL
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The URL dialog offers a list of Internet addresses from which the update files can be
downloaded. The list and its items can be modified using the following control
buttons:

e Add - opens a dialog where you can specify a new URL to be added to the

list
e Edit - opens a dialog where you can edit the selected URL parameters
e Delete - deletes the selected URL from the list
o Default - returns to the default list of URLs
e Move Up - moves the selected URL one position up in the list
e Move Down - moves the selected URL one position down in the list
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10.12.4.Manage
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The Manage dialog offers two options accessible via two buttons:

e Delete temporary update files - press this button to delete all redundant
update files from your hard disk (by default, these files are being saved for 30

days)

e Revert virus database to previous version - press this button to delete
the latest virus base version from your hard disk, and to return to the
previously saved version (new virus base version will be a part of the following

update)
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10.13. Remote Administration
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The Remote Administration settings refer to connecting the AVG client station to
the remote administration system. If you plan to connect the respective station to
remote administration please specify the following parameters:

e Server - server name (or server IP address) where the AVG Admin Server is
installed

e Port - provide the number of the port on which the AVG client communicates
with the AVG Admin Server (port number 4158 is considered as default - if
you use this port number you do not have to specify it explicitly)

e Login - if communication between the AVG client and the AVG Admin Server
is defined as secured, provide your username ...

e Password - ... and your password

e Port for incoming messages - number of the port on which the AVG client
accepts incoming messages from the AVG Admin Server
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N Tossgh o threats. Easy on you

The Test connection button helps you to verify that all above stated data are valid
and can be used to successfully connect to DataCenter.

Note: For a detailed description on remote administration please consult the AVG
Network Edition documentation.
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11. AVG Scanning

Scanning is a crucial part of AVG 8.5 File Server functionality. You can run on-
demand tests or schedule them to run periodically at convenient times.

11.1. Scanning Interface

% AVG File Server Edition =) %
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AVG = You are protected.
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. Anti-Virus U

Scan for threats
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Add scan schedule | | Edit scan scheduls | @ Delete scan schedule

‘ Scan history | | Wiew Virls Waul |
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The AVG scanning interface is accessible via the Computer Scanner quick link. Click
this link to switch to the Scan for threats dialog. In this dialog you will find the
following:

e overview of predefined scans - two types of test (defined by the software
vendor) are ready to be used immediately on demand or scheduled;

e scan scheduling section - where you can define new tests and create new
schedules as needed.

Control buttons
Control buttons available within the testing interface are the following:

e Scan history - displays the Scan results overview dialog with the entire
history of scanning

o View Virus Vault - opens a new window with the Virus Vault - a space where
detected infections are quarantined
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11.2. Predefined Scans

One of the main features of AVG is on-demand scanning. On-demand tests are
designed to scan various parts of your computer whenever suspicion of possible virus
infection arises. Anyway, it is strongly recommended to carry out such tests regularly
even if you think that no virus can be found on your computer.

In the AVG 8.5 File Server you will find two types of scanning predefined by the
software vendor:

11.2.1. Scan Whole Computer

Scan whole computer - scans your entire computer for possible infections and/or
potentially unwanted programs. This test will scan all hard drives of your computer,
will detect and heal any virus found, or remove the detected infection to the Virus
Vault. Scanning of the whole of your computer should be scheduled on a workstation
at least once a week.

Scan launch

The Scan of a whole computer can be launched directly from the scanning interface

by clicking on the scan's icon. No further specific settings have to be configured for
this type of scan, the scanning will start immediately within the Scan is running
dialog (see screenshot). The scanning can be temporarily interrupted (Pause) or
canceled (Cancel) if needed.

2% AVG File Server Edition =JoEd
File Compaonents History Tools Help
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Scan is running
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Scan configuration editing

2 AVG

You have the option of editing the predefined default settings of the Scan of the
whole computer. Press the Change scan settings link to get to the Change scan
settings for Scan whole computer dialog. It is recommended to keep to the
default settings unless you have a valid reason to change them!

2% AVG File Server Edition
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AVG
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%A Update now
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e Scanning parameters - in the list of scanning parameters you can switch
on/off specific parameters as needed. By default, most of the parameters are
switched on and these will be used automatically during scanning.

e Scan process priority - you can use the slider to change the scanning
process priority. By default, the priority is set to medium level (Automatic
scan) that optimizes the scanning process speed and the use of system
resources. Alternatively, you can run the scanning process slower which
means the system resources load will be minimized (useful when you need to
work on the computer but you do not care so much how long the scanning
takes), or faster with increased system resources requirements (e.g. when the
computer is temporarily unattended).

o Set additional scan reports - the link opens a new Scan Reports dialog
where you can select what types of possible findings should be reported:

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 106



x

Scan reports

- Peport password protected archives

™ Report password protected documents
™ Report locked files
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™ Report hidden extensions
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o Additional scan settings - the link opens a new Computer shutdown
options dialog where you can decide whether the computer should be shut
down automatically once the running scanning process is over. Having
confirmed this option (Shutdown computer upon scan completion), a new
option activates that allows the computer to shut down even if it is currently
locked (Force shutdown is computer is locked).

!.’ Additional scan settings x|

Computer shutdown oplions

[ Shutdown computer upon scan completion;

I Force shutdown if computer is locked

@ ‘ Ok | | Cancel |

Warning: These scan settings are identical to the parameters of a newly defined scan
- as described in the chapter AVG Scanning / Scan scheduling/ How to Scan.

Should you decide to change the default configuration of the Scan the whole
computer you can then save your new setting as the default configuration to be
used for all further scans of the whole computer.

11.2.2. Scan Specific Files or Folders

Scan specific files or folders - scans only those areas of your computer that you
have selected to be scanned (selected folders, hard disks, floppy discs, CDs, etc.).
The scanning progress in case of virus detection and its treatment is the same as with
the scan of the whole computer: any virus found is healed or removed to the Virus
Vault. Specific files or folders scanning can be used to set up your own tests and
their scheduling based on your needs.

Scan launch

The Scan of specific files or folders can be launched directly from the scanning
interface by clicking on the scan's icon. A new dialog called Select specific files or
folders for scanning opens. In the tree structure of your computer select those
folders you want to have scanned. The path to each selected folder will generate
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automatically and appear in the text box in the upper part of this dialog.

There is also a possibility of having a specific folder scanned while all its subfolders
are excluded from this scanning; to do that write a minus sign "=" in front of the
automatically generated path. To exclude the entire folder from scanning use the "!"
parameter.

Finally, to launch the scanning, press the Start scan button; the scanning process
itself is basically identical to the scan of a whole computer.
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Scan configuration editing

You have the option of editing the predefined default settings of the Scan of specific
files or folders. Press the Change scan settings link to get to the Change scan
settings for Scan of specific files or folders dialog. It is recommended to keep
to the default settings unless you have a valid reason to change them!
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e Scanning parameters - in the list of scanning parameters you can switch on/off
specific parameters as needed (for detailed description of this settings please
consult chapter AVG Advanced Settings / Scans / Scan Specific Files or Folders).

e Scan process priority - you can use the slider to change the scanning process
priority. By default, the priority is set to medium level (Automatic scan) that
optimizes the scanning process speed and the use of system resources.
Alternatively, you can run the scanning process slower which means the system
resources load will be minimized (useful when you need to work on the computer
but you do not care so much how long the scanning takes), or faster with increased
system resources requirements (e.g. when the computer is temporarily unattended

).

e Set additional scan reports - the link opens a new Scan Reports dialog where
you can select what types of possible findings should be reported:

5I

Scan reports

™ Report password protected archives

[ Report password protected documents
I~ Report locked files
™ Report files containing macro

[ Report hidden extensions

‘ Ok ‘ ‘ Cancel ‘

e Additional scan settings - the link opens a new Computer shutdown options
dialog where you can decide whether the computer should be shut down
automatically once the running scanning process is over. Having confirmed this
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option (Shutdown computer upon scan completion), a new option activates
that allows the computer to shut down even if it is currently locked (Force
shutdown is computer is locked).

!_-- Additional scan settings x|

Computer shutdown options

I Shutdown computer upon scan completion:

T Force shurdown if compter is lncked

‘ 0K ‘ ‘ Cancel ‘

Warning: These scan settings are identical to the parameters of a newly defined scan
- as described in the chapter AVG Scanning / Scan scheduling/ How to Scan.

Should you decide to change the default configuration of the Scan specific files or
folders you can then save your new setting as the default configuration to be used
for all further scans of specific files or folders. Also, this configuration will be used as
a template for all of your newly scheduled scans (all customized scans are based on
the current configuration of the Scan of selected files or folders).

11.3. Scanning in Windows Explorer

Besides the pre-defined scans launched for the entire computer or its selected areas,
AVG also offers the option of quick scanning of a specific object directly in the
Windows Explorer environment. If you want to open an unknown file and you cannot
be sure of its content, you may want to have it checked on demand. Follow these
steps:
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e Within Windows Explorer highlight the file (or folder) you want to check
e Right-click your mouse over the object to open the context menu

e Select the Scan with AVG option to have the file scanned with AVG

11.4. Command Line Scanning

Within AVG 8.5 File Server there is the option of running the scan from the
command line. You can use this option for instance on servers, or when creating a
batch script to be launched automatically after the computer boot. From the
command line, you can launch the scanning with most parameters as offered in AVG
graphical user interface.

To launch AVG scan from the command line, run the following command within the
folder where AVG is installed:

e avgscanx for 32 bits OS
e avgscana for 64 bits OS

Following please find a list of all parameters available for the command line scanning:

e /SCAN Scan /path,path/
e /COMP Scan whole computer
e /HEUR Use heuristic analyse

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 111



& AVG

e /EXCLUDE Exclude path or files from scan

e /@ Command file /file name/

o /EXT Scan these extensions /for example EXT=EXE,DLL/
e /NOEXT Do not scan these extensions /for example NOEXT=JPG/
e /ARC Scan archives

e /CLEAN Clean automatically

e /TRASH Move infected files to the Virus Vault

e /QT Quick test

e /MACROW Report macros

o /PWDW Report password-protected files

e /IGNLOCKED Ignore locked files

e /REPORT Report to file /file name/

e /REPAPPEND Append to the report file

e /REPOK Report uninfected files as OK

e /NOBREAK Do not allow CTRL-BREAK to abort

e /BOOT Enable MBR/BOOT check

e /PROC Scan active processes

e /PUP Report "Potentially unwanted programs"

e /REG Scan registry

e /COO Scan cookies

o /? Display help on this topic

e /HELP Display help on this topic

e /PRIORITY Set scan priority /Low, Auto, High/

e /SHUTDOWN Shutdown computer upon scan completion

e /FORCESHUTDOWN Force computer shutdown upon scan completion
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e /ADS Scan Alternate Data Streams (NTFS only)

The syntax of the command follows:

e avgscanx /parameter ... e.g. avgscanx /comp for scanning the whole
computer

e avgscanx /parameter /parameter .. with multiple parameters these should
be lined in a row and separated by a space and a slash character

e if @ parameters requires specific value to be provided (e.g. the /scan
parameter that requires information on what are the selected areas of your
computer that are to be scanned, and you have to provide an exact path to
the selected section), the values are divided by commas, for instance:
avgscanx /scan=C:\,D:\

To run the scan press Enter. During scanning you can stop the process by Ctri+C or
Ctri+Pause.

11.5. Scan Scheduling

With AVG 8.5 File Server you can run scanning on demand (for instance when you
suspect an infection has been dragged to your computer) or based on a scheduled
plan. It is highly recommended to run the scans based on a schedule: this way you
can make sure your computer is protected from any possibility of getting infected,
and you will not have to worry about if and when to launch the scan.

You should launch the Scan whole computer regularly, at least once a week.
However, if possible, launch the scan of your entire computer daily - as set up in the
scan schedule default configuration. If the computer is "always on" then you can
schedule scans out of working hours. If the computer is sometimes switched off, then
schedule scans to occur on a computer start-up when the task has been missed.

To create new scan schedules, see the AVG scanning interface and find the bottom
section called Schedule scans:
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Control buttons for the scan scheduling

Within the editing section you can find the following control buttons:

e Add scan schedule - the button opens the Settings for scheduled scan

dialog, Schedule settings tab. In this dialog you can specify the parameters
of the newly defined test.

Edit scan schedule - this button can only be used if you have already
previously selected an existing test from the list of scheduled tests. In that
case the button appears as active and you can click it to switch to the
Settings for scheduled scan dialog, Schedule settings tab. Parameters of
the selected test are already specified in here and can be edited.

Delete scan schedule - this button is also active if you have already
previously selected an existing test from the list of scheduled tests. This test
can then be deleted from the list by pressing the control button. However, you
can only remove your own tests; the Whole computer scan schedule pre-
defined within the default settings can never be deleted.

11.5.1. Schedule Settings

If you wish to schedule a new test and its regular launch, enter the Settings for
scheduled test dialog. The dialog is divided into three tabs: Schedule settings -
see picture below (the default tab that you will be automatically redirected to), How
to scan and What to scan.
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On the Schedule settings tab you can first check/uncheck the Enable this task
item to simply deactivate the scheduled test temporarily, and switch it on again as
the need arises.

Next, give a name to the scan you are about to create and schedule. Type the name
into the text field by the Name item. Try to use brief, descriptive and apt names for
scans to make it easier to later recognize the scan from others.

Example: It is not appropriate to call the scan by the name of "New scan" or "My
scan" since these names do not refer to what the scan actually checks. On the other
hand, an example of a good descriptive name would be "System areas scan" etc. Also
it is not necessary to specify in the scan's name whether it is the scan of the whole of
the computer or just a scan of selected files or folders - your own scans will always
be a specific version of the scan of selected files or folders.

In this dialog you can further define the following parameters of the scan:

e Schedule running - specify the time intervals for the newly scheduled scan
launch. The timing can either be defined by the repeated scan launch after a
certain period of time (Run every ...) or by defining an exact date and time (
Run at specific time ...), or possibly by defining an event that the scan
launch should be associated with (Action based on computer startup).

e Advanced schedule options - this section allows you to define under which

conditions the scan should/should not be launched if the computer is in low
power mode or switched off completely.
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Control buttons of the Settings for scheduled scan dialog

There are two control buttons available on all three tabs of the Settings for
scheduled scan dialog (Schedule settings, How to scan and What to scan) and
these have the same functionality no matter on which tab you currently are:

e Save - saves all changes you have performed on this tab or on any other tab
of this dialog and switches back to the AVG scanning interface default dialog.
Therefore if you wish to configure the test parameters on all tabs, press the
button to save them only after you have specified all your requirements.

e Cancel - cancels any changes you have performed on this tab or on any other
tab of this dialog and switches back to the AVG scanning interface default

dialog.

11.5.2. How to Scan
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On the How to scan tab you will find a list of scanning parameters that can be
optionally switched on/off. By default, most parameters are switched on and the
functionality will be applied during scanning. Unless you have a valid reason to
change these settings we recommend to keep to the pre-defined configuration:

e Automatically heal/remove infection - (switched on, by default): if a virus
is identified during scanning it can be healed automatically if a cure is
available. In case the infected file cannot be healed automatically, or if you
decide to switch off this option, you will be notified upon a virus detection and
will have to decide what to do with the detected infection. The recommended
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action is to remove the infected file to the Virus Vault.

e Report Potentially Unwanted Programs and Spyware threats - (
switched on, by default): this parameter controls the Anti-Virus functionality
that allows detection of potentially unwanted programs (executable files that
can run as spyware or adware) and these can then be blocked, or removed;

e Scan for Tracking Cookies - (switched on, by default): this parameter of
the Anti-Spyware component defines that cookies should be detected during
scanning (HTTP cookies are used for authenticating, tracking, and maintaining
specific information about users, such as site preferences or the contents of
their electronic shopping carts) ;

e Scan inside archives - (switched on, by default): this parameters defines
that the scanning should check all files even if these are packed inside some
type of archive, e.g. ZIP, RAR, ...

e Use Heuristics - (switched on, by default): heuristic analysis (dynamic
emulation of the scanned object’s instructions in a virtual computer
environment) will be one of the methods used for virus detection during
scanning;

e Scan system environment - (switched on, by default): scanning will also
check the system areas of your computer;

e Scan for rootkits - tick this item if you want to include the rootkit detection into
scanning of the entire computer. The rootkit detection is also available on its own
within the Anti-Rootkit component;

e Scan infectable files only - (switched off, by default): with this option
switched on, scanning will not be applied to files that cannot get infected.
These can be for instance some plain text files, or some other non-executable
files.

Within the Scan process priority section you can further specify the desired
scanning speed dependent on system resource usage. By default, this option value is
set to the medium level of automatic resource usage. If you want the scanning to run
faster, it will take less time but system resources usage will increase significantly
during its run, and will slow down your other activities on the PC (this option can be
used when your computer is switched on but nobody is currently working on it). On
the other hand, you can decrease system resources usage by extending the scanning
duration.

Note: By default, the scanning configuration is set up for optimum performance.
Unless you have a valid reason to change the scanning settings it is highly
recommended to stick to the predefined configuration. Any configuration changes
should be performed by experienced users only. For further scanning configuration
options see the Advanced settings dialog accessible via the File / Advanced
setting system menu item.

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved.

& AVG



Control buttons of the Settings for scheduled scan dialog

2 AVG

There are two control buttons available on all three tabs of the Settings for
scheduled scan dialog (Schedule settings, How to scan and What to scan) and
these have the same functionality no matter on which tab you currently are:

e Save - saves all changes you have performed on this tab or on any other tab
of this dialog and switches back to the AVG scanning interface default dialog.

Therefore if you wish to configure the test parameters on all tabs, press the
button to save them only after you have specified all your requirements.

e Cancel - cancels any changes you have performed on this tab or on any other
tab of this dialog and switches back to the AVG scanning interface default

dialog.

11.5.3. What to Scan
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On the What to scan tab you can define whether you want to schedule scanning of
the whole computer or scanning of specific files or folders. In case you select scanning
of specific files or folders, in the bottom part of this dialog the displayed tree structure

activates and you can specify folders to be scanned.

Control buttons of the Settings for scheduled scan dialog

There are two control buttons available on all three tabs of the Settings for
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scheduled scan dialog (Schedule settings, How to scan and What to scan) and
these have the same functionality no matter on which tab you currently are:

e Save - saves all changes you have performed on this tab or on any other tab
of this dialog and switches back to the AVG scanning interface default dialog.
Therefore if you wish to configure the test parameters on all tabs, press the
button to save them only after you have specified all your requirements.

e Cancel - cancels any changes you have performed on this tab or on any other
tab of this dialog and switches back to the AVG scanning interface default

dialog.

11.6. Scan Results Overview

2 AVG File Server Edition (=)<
File Components Hiskory Tools Help
AVG = You are protected.
s A J’ Al security features are working correctly and are up to date.
 Anti-Virus U

Scan results overview

LE] Overview

Mame Start time End time Tested objects | Infections | Spyware
Q C Q Shell extension scan 8472008, 1330 8420091330 17 0/0 0/0
omputer scanner = L
Z) Scan specific files or folders - 842009, 13:30 8420091330 21 0/ 0/
@ Update now éiScan whale computer 8.4.2009, 1317 8.4.2009, 1317 2159 00 0/0
[< ] 1l [l]

| Wiew details | | Delete result |

¥ Show notification

The Scan results overview dialog is accessible from the AVG scanning interface via
the Scan history button. The dialog provides a list of of all previously launched scans
and information of their results:

e Name - scan designation; it can either be the name of one of the predefined
scans, or a hame you have given to your own scheduled scan. Every name
includes an icon indicating the scan result:

2 - green icon informs there was no infection detected during the scan

El - blue icon announces there was an infection detected during the
scan but the infected object was removed automatically
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- red icon warns there was an infection detected during the scan and
it could not be removed!

Each icon can either be solid or cut in half - the solid icons stands for a
scan that was completed and finished properly; the cut-in-half icon
means the scan was canceled or interrupted.

Note: For detailed information on each scan please see the Scan
Results dialog accessible via the View details button (in the bottom
part of this dialog).

Start time - date and time when the scan was launched

End time - date and time when the scan ended

Tested objects - number of objects that were checked during scanning

Infections - number of virus infections detected / removed

Spyware - number of spyware detected / removed

Scan log information - information relating to the scanning course and
result (typically on its finalization or interruption)

Control buttons

The control buttons for the Scan results overview dialog are:

e View details - this button is only active if a specific scan is selected in the
above overview; press it to switch to the Scan results dialog to view detailed
data on the selected scan

e Delete result - this button is only active if a specific scan is selected in the
above overview; press it to remove the selected item from the scan results
overview

e Back - switches back to the default dialog of the AVG scanning interface

11.7. Scan Results Details

If in the Scan Results Overview dialog a specific scan is selected, you can then click
the View details button to switch to the Scan Results dialog providing detailed
data on the course and result of the selected scan.
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The dialog is further divided into several tabs:

e Results Overview - this tab is displayed at all times and provides statistical
data describing the scan progress

e Infections - this tab is displayed only if a virus infection was detected during
scanning

e Spyware - this tab is displayed only if spyware was detected during scanning

e Warnings - this tab is displayed only if some objects unable to be scanned
were detected during scanning

e Information - this tab is displayed only if some potential threats were

detected but these cannot be classified as any of the above categories; then
the tab provides a warning message on the finding

11.7.1. Results Overview Tab

2% AVG File Server Edition =JoEs
File Components History Tools Help
AVG = You are protected.
TS J Al security features are warking correctly and are up to date.
. Anti-Virus U

Scan results

|__E] Overview -
Results overview

Q Computer scanner Scan "Shell extension scan" was finished

- W Shell evtension sean

tﬂ Update now ﬁ Mo infection waz found during this scan

Falders selected for scanning: C:ADocuments and SettingshadmintD eskiopiweb;
Scan started: 8. dubna 2009, 13:37:23
Scan finished: 8. dubna 2003, 13:37:24 [1 second(s])
Statlistics Tatal object scanned: 3
User who launched the scan adrir

Esport cverview ko file ..

n The scan is complete. Close results

¥ Show notification

On the Scan results tab you can find detailed statistics with information on:

e detected virus infections / spyware

e removed virus infections / spyware

e the number of virus infections / spyware that cannot be removed or healed

In addition you will find information on the date and exact time of the scan launch, on
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the total number of scanned objects, on the scanning duration and the number of
errors that have occurred during scanning.

Control buttons

There is only one control button available in this dialog. The Close results button
returns to the Scan results overview dialog.

11.7.2. Infections Tab

25 AVG File Server Edition =JolEed
Eile Components History Tools Help
AVG = You are protected.
T J Al security features are warking correctly and are up to date.
Anti-Virus U

Scan results
|_.Q Dverview

Results overview | Infections

File Infection Result

Q Computer scanner
’ @ CADocuments and SettingstadminDesktopheicar.com  Vis identified EICAR_Test Infected

= @ shel etension sean

%A Update now

[<] M 2]

| Wiew details ‘ | Remove selected infections | | Remove all unhealed infections ‘

ﬁ The scan is complete. Cloge results

¥ Show notification

The Infections tab is only displayed in the Scan results dialog if a virus infection
was detected during scanning. The tab is divided into three sections providing the
following information:

e File - full path to the original location of the infected object

e Infections - name of the detected virus (for details on specific viruses please
consult the Virus Encyclopedia online)

e Result - defines the current status of the infected object that was detected
during scanning:

o Infected - the infected object was detected and left in its original
location (for instance if you have switched off the automatic healing
option in a specific scan settings)

o Healed - the infected object was healed automatically and left in its
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original location

o Moved to Virus Vault - the infected object was moved to the Virus
Vault quarantine

o Deleted - the infected object was deleted

o Added to PUP exceptions - the finding was evaluated as an exception
and added to the list of PUP exceptions (configured in the PUP
Exceptions dialog of the advanced settings)

o Locked file - not tested - the respective object is locked and AVG is
therefore unable to scan it

o Potentially dangerous object - the object was detected as potentially
dangerous but not infected (it can contain macros, for instance); the
information should be taken as a warning only

o Reboot is required to finish the action - the infected object cannot
be removed, to remove it completely you have to restart your computer

Control buttons
There are three control buttons available in this dialog:

e View details - the button opens a new dialog window named Detailed scan
result information:

-

o Detailed scan result information

Property name Property walue

Ohject name CKLARAIDOKUMENT ACENTEST _VIRUS_ADWARE adwareladwz
Detection name Adware Generic, ZG

T T

In this dialog you can find information on the location of the detected
infectious object (Property name). Using the Previous / Next buttons
you can view information on specific findings. Use the Close button to
close this dialog.
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e Remove selected infections - use the button to move the selected finding
to the Virus Vault

e Remove all unhealed infections - this button deletes all findings that
cannot be healed or moved to the Virus Vault

e Close results - terminates the detailed information overview and returns to
the Scan results overview dialog

11.7.3. Spyware Tab

2 AVG File Server Edition ==&
File Components History Tools Help
AVG = You are protected.
TS ¢ Al security features are working correctly and are up to date.
. Anti-Virus U

Scan results

I;-E] WEREED Resulks averview | Spyware

q Computer scanner File Infection Fesult

! C\Documents and SettingstadmintDeskiopihedia..  Adware GenencZ.OGF Fotentially dangerous object
! C:\Documents and SettingshadmintDesktopiMedia..  Adware Generic2 OGF Potentially dangerous object

@ Shel sstension scan

[#A Update now

| Wiew details | | Remove selected infections | | Remove all unhealed infections |

u The scan is complete. Close results

¥ Show notification

The Spyware tab is only displayed in the Scan results dialog in if spyware was
detected during scanning. The tab is divided into three sections providing the
following information:

e File - full path to the original location of the infected object

e Infections - name of the detected spyware (for details on specific viruses
please consult the Virus Encyclopedia online)

e Result - defines the current status of the object that was detected during
scanning:

o Infected - the infected object was detected and left in its original
location (for instance if you have switched off the automatic healing
option in a specific scan settings)

o Healed - the infected object was healed automatically and left in its
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original location

o Moved to Virus Vault - the infected object was moved to the Virus
Vault quarantine

o Deleted - the infected object was deleted

o Added to PUP exceptions - the finding was evaluated as an exception
and added to the list of PUP exceptions (configured in the PUP
Exceptions dialog of the advanced settings)

o Locked file - not tested - the respective object is locked and AVG is
therefore unable to scan it

o Potentially dangerous object - the object was detected as potentially
dangerous but not infected (it can contain macros, for instance); the
information is a warning only

o Reboot is required to finish the action - the infected object cannot
be removed, to remove it completely you have to restart your computer

Control buttons

There are three control buttons available in this dialog:

e View details - the button opens a new dialog window named Detailed scan
result information:

-

of Detailed scan result information
Property name Property value
Chject name CAKLARADOKUMEMTACE\TEST _YIRUS_ADWARE \adware!adwe
Detection name Adware Generic,Z2G
oo J[ ]

In this dialog you can find information on the location of the detected
infectious object (Property name). Using the Previous / Next buttons
you can view information on specific findings. Use the Close button to
leave this dialog.

AVG 8.5 File Server © 2009 Copyright AVG Technologies CZ, s.r.o. All rights reserved. 125



& AVG

e Remove selected infections - use the button to move the selected finding
to the Virus Vault

e Remove all unhealed infections - this button deletes all findings that
cannot be healed or moved to the Virus Vault

e Close results - terminates the detailed information overview and returns to
the Scan results overview dialog

11.7.4. Warnings Tab

The Warnings tab displays information on "suspected" objects (typically files)
detected during scanning. When detected by the Resident Shield, these files are
blocked from being accessed. Typical examples of this kind of findings are: hidden
files, cookies, suspicious registry keys, password protected documents or archives,
etc.

11.7.5. Rootkits Tab

The Rootkits tab displays information on rootkits detected during scanning. Its
structure is basically the same as the Infections tab or the Spyware tab.

11.7.6. Information Tab

The Information tab contains data on such "findings" that cannot be categorized as
infections, spyware, etc. They can neither be positively labeled as dangerous but they
are still worth your attention. All data on this tab is merely informative.
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11.8. Virus Vault
o History @
%_u Event Histary
%_u Wirus Yaulk Infection twpe | Wirus name Path ko file Original object name | Date of storage
! Warning Found Tracking cookie.Adren...  CihDocume... 1.11.2008, 23:07:51
! Warning Found Tracking cookie,Advev...  Ci\Docume... 30.10.2008, 23:08:36
! Warning Found Tracking cookie.Doubl...  CiDocume. .. 30.10.2008, 23:08:30
! Warning Found Tracking cookie,Adwver...  Ci\Docume... 30.10.2008, 23:08:25
! Warning Found Tracking cookie. Statc..,  Ci\Docume... 30.10.2008, 12:09:13
! Warning Found Tracking cookie.Doubl...  CiDocume. .. 30.10.2008, 12:09:00
@ Warring Found Tracking cookie. 207 C:hDocume. .. 30.10.2008, 12:08:53
< E3
Fiestore | | Festore Az | | Delete || Send to analysiz | | Ermpty W ault |
0

Virus Vault is a safe environment for the management of suspect/infected objects
detected during AVG tests. Once an infected object is detected during scanning, and
AVG is not able to heal it automatically, you are asked to decide what is to be done
with the suspect object. The recommended solution is to move the object to the Virus
Vault for further treatment.

The Virus vault interface opens in a separate window and offers an overview of
information on quarantined infected objects:

AVG 8.5

Infection type - distinguishes finding types based on their infective level (all
listed objects can be positively or potentially infected)

Virus Name - specifies the name of the detected infection according to the
Virus encyclopedia (online)

Path to file - full path to the original location of the detected infectious file

Original object name - all detected objects listed in the chart have been
labeled with the standard name given by AVG during the scanning process. In
case the object had a specific original name that is known (e.g. a name of an
e-mail attachment that does not respond to the actual content of the
attachment), it will be provided in this column.

Date of storage - date and time the suspected file was detected and
removed to the Virus Vault
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Control buttons

The following control buttons are accessible from the Virus Vault interface:

e Restore - removes the infected file back to its original location on your disk

Restore As - in case you decide to move the detected infectious object from
the Virus Vault to a selected folder, use this button The suspicious and
detected object will be saved with its original name. If the original name is not
known, the standard name will be used.

Delete - removes the infected file from the Virus Vault completely

Send to analysis - sends the suspected file for deep analysis to the AVG
virus labs

Empty Vault - text
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12. AVG Updates

12.1. Update Levels
AVG offers two update levels to select from:

e Definitions update contains changes necessary for reliable anti-virus,
anti-spam and anti-malware protection. Typically, it does not include any
changes to the code and updates only the definition database. This update
should be applied as soon as it is available.

e Program update contains various program changes, fixes and
improvements.

When scheduling an update, it is possible to select which priority level should be
downloaded and applied.

12.2. Update Types
You can distinguish between two types of update:

e On demand update is an immediate AVG update that can be performed any
time the need arises.

e Scheduled update - within AVG it is also possible to pre-set an update plan.
The planned update is then performed periodically according to the setup
configuration. Whenever new update files are present on the specified
location, they are downloaded either directly from the Internet, or from the
network directory. When no newer updates are available, nothing happens.

12.3. Update Process

The update process can be launched immediately as the need arises by the Update
now guick link. This link is available at all times from any AVG user interface dialog.
However, it is still highly recommended to perform updates regularly as stated in the
update schedule editable within the Update manager component.

Once you start the update, AVG will first verify whether there are new update files
available. If so, AVG starts their downloading and launches the update process itself.
During the update process you will get redirected to the Update interface where you
can view the process progressing in its graphical representation as well as in an
overview of relevant statistic parameters (update file size, received data, download
speed, elapsed time, ...).
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13. Event History

2 History

BE %]

Ewent date and time: User Source Ewent description fad
w#3,11,2008, 11:50:55 MT AUTHORITY\SYSTEM Update Update was finished,
w#3,11,2008, 11:50:04 MNT AUTHORITY\SYSTEM Update Update was started. E
w#3,11.2008, 8:3427 MNT AUTHORITYSYSTEM Update Update was finished,
w#3,11.2008, 8:34:01 MNT AUTHORITYSYSTEM Update Update was started.
w#3,11.2008, 7:51:35 MNT AUTHORITYSYSTEM Update Update was finished,
w#3,11.2008, 7:51:02 MNT AUTHORITYSYSTEM Update Update was started.
w#3,11.2008, 3:50:24 MNT AUTHORITY\SYSTEM Update Update was finished.
w#3,11,2008, 3:50:01 MT AUTHORITYSYSTEM Update Update was started.

O 3.11.2008, 1:08:36 MT AUTHORITYSYSTEM Scan Scheduled scan was Finisl
w2, 11,2008, 25:53:06 MT AUTHORITYSYSTEM Update Update was finished.
WAz, 11,2008, 23:51:26 MT AUTHORITYSYSTEM Update Update was started,

O 2, 11,2008, 25:00:00 MNT AUTHORITY\SYSTEM Scan scheduled scan was starl
w#2,11.2008, 19:50:23 MT AUTHORITYSYSTEM Update Update was finished.

Wz, 11,2008, 19:50:01 MNT AUTHORITYSYSTEM Update Update was started.
w#Z2,11.2008, 15:53:01 MT AUTHORITYSYSTEM Update Update was finished.

W Z,11,2008, 15:51:02 MNT AUTHORITYSYSTEM Update Update was started. [v]
[( ] i | [ )]

Close

2 AVG

Refresh list

The Event History dialog is accessible from the system menu via the History/Event
History Log item. Within this dialog you can find a summary of important events
that occurred during AVG 8.5 File Server operation. Event History records the
following types of events:

e Information about updates of the AVG application
e Test start, end or stop (including automatically performed tests)

e Events connected with virus detection (by the Resident Shield or scanning)
including occurrence location

e Other important events

Control buttons

e Empty list - deletes all entries in the list of events

e Refresh list - updates all entries in the list of events
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14. AVG Diagnostics

AVG Diagnostics is a supportive AVG diagnostic utility. Its main purpose is to obtain
information from the host computer. This information helps the technical support
team to solve your problem with AVG 8.5 File Server by analyzing the collected
logs, error reports, system information, suspicious files, your own comments and
other data.

Note: Under no circumstances does the AVG Diagnostics utility send any personal or
other sensitive data from your computer without the user's explicit permission. The
user is able to check the content of all collected files and to prevent any of them from
being sent to AVG technical support.

AVG Diagnostics can be accessed directly from your desktop by double-clicking the
avgdiag.exe file. The path to this file is as follows: Program Files\AVG\AVGS8. In
case of sudden AVG crash down it should be launched automatically.

2% AVG Diagnostics 8.5

Erter your e-mail address [required]:

Pleaze dezcribe the problem in detail

Ligt of attached files

Filenarne

A4E Diagnostics 8.5 Privacy Palicy.

E| ‘ Diagrnse and send results H Attach file H Rermove file H E xit ‘

In the newly opened AVG Diagnostics dialog window type in your e-mail address
into the respective text field.This e-mail address is to be used for possible future
communication between you and the technical support team.

Also, please try your best to describe the problem you encounter with your AVG 8.5
File Server. Mainly focus on when and under what circumstances the problem
occurs. Describe all possible aspects that you may find important.

If you want to add a specific file that might help the technical support team to solve
the problem, use the Attach file button and select the respective file from the tree
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structure view of your computer. The attached file will then be listed in the List of
attached files section.

Control buttons
There are two control buttons available in the AVG Diagnostics dialog:

e Diagnose and send results - the button opens a new window with
information on data being collected from your PC. The data is a significant
source of information for the technical support team, and will help us to define
the problem and find the respective solution faster. Under no circumstances
does the AVG Diagnostics utility send any personal or other sensitive data
from your computer without the user's explicit permission! Once the data is
collected, your e-mail with the description of the problem will be
automatically sent to the AVG technical support team. You can cancel the
diagnostics collection process at any time by pressing the Exit button:

AVG Diagnostics 8.9 - collecting and compressing data. ..

AWGE Diagnostics 8.5 iz now callecting diagnose-related files. These files will be
compressed and sent to the A%G Technical Support tearn. You can abart the
operation at anptime by pressing the Cancel buttan,

e Attach file - open the view of your computer tree structure and allows you to
select a file you want to attach to the message

e Remove file - removes the selected file from the list List of attached files

e Exit - this button will close the AVG Diagnostics dialog without saving any
data entered (your e-mail address, and your problem description).
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Tomugh on thresis

15. FAQ and Technical Support

Should you have any problems with your AVG, either business or technical, please
refer to the FAQ section of the AVG website at www.avg.com.

If you do not succeed in finding help this way, contact the technical support
department by email. Please use the contact form accessible from the system menu
via Help / Support by e-mail.
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